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A B S T R A C T

In peer-to-peer computing networks, Byzantine Fault Tolerance (BFT) protocols are a popular solution to ensure
the consistency security in the presence of some malicious nodes, thus are widely employed in blockchain
systems. However, BFT protocols still face various security threats in practice. Currently, testing the security of
BFT protocols often requires manual operations. I.e., it lacks comprehensive automation testing techniques. This
makes it difficult to cover various scenarios of malicious node behaviors. Therefore, it is an urgent requirement
to design an automated testing framework that can comprehensively and efficiently evaluate the security of
BFT protocols.

This paper proposes BFTDiagnosis, an automated security testing framework with malicious behavior
injection for BFT protocols. The framework can automatically configure and initiate protocol testing tasks,
and construct consensus nodes to execute different BFT protocols. During testing, consensus nodes can inject
malicious behaviors based on pattern matching strategies and malicious behavior triggering mechanisms to
simulate various malicious scenarios. Through an Analyzer, BFTDiagnosis can collect protocol runtime data
from consensus nodes and calculate four security quantification indicators to evaluate protocol performance.

We conducted a load consumption evaluation of BFTDiagnosis. The results indicate its accept-
able performance. Additionally, we tested PBFT, Basic-HotStuff, and Chained-HotStuff protocols using the
BFTDiagnosis framework, validating the effectiveness of the framework and the rationality of security quan-
tification indicators. Finally, we compared it with nine related technologies and found that BFTDiagnosis is
good at testing scenario comprehensiveness and fault localization capability, and can intuitively evaluate the
security of BFT protocols through four quantification indicators. The above results show that BFTDiagnosis
is an effective and comprehensive security testing framework for BFT protocols.
1. Introduction

Byzantine Fault Tolerant (BFT) [1] protocols ensure that honest
nodes reach a consistent state in a distributed system, as long as
the number of nodes showing malicious (i.e., Byzantine) behaviors
is less than a fault tolerance threshold 𝑓 . At present, BFT protocols
are widely used in blockchain systems, e.g., FISCO BCOS [2], Cosmos
and AntChain [3], to achieve the consistency of ledger data. Among
many BFT protocols, PBFT [4] is the first practical BFT protocol, which
divides nodes into the Primary and Backup (called Primary-Backup
structure). Emerging BFT protocols, e.g., SBFT [5], Tendermint [6],
the HotStuff series [7], DiemBFT [8], AptosBFT [9] and LWSBFT [10],
often use the Primary-Backup structure. And these protocols are collec-
tively referred to as Primary-Backup BFT (PB-BFT) protocols. Although
researchers theoretically evaluate the performance and security of these
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protocols, practical applications of these protocols often expose new
issues with performance and security due to differences in protocol
implementation. Therefore, performance and security testing of BFT
protocols is crucial in practical applications.

In recent years, researchers proposed a doze of testing methods for
blockchain systems or consensus protocols. On the one hand, some
testing frameworks for blockchain systems, e.g., Caliper [11] and Hy-
perBench [12], can effectively evaluate the performance of blockchain
systems, but cannot evaluate the security of blockchain systems. In
addition, researchers utilized BFT-SMaRt [13] to evaluate the perfor-
mance of BFT protocols in the development of new protocols. Com-
pared with the testing frameworks of blockchain systems, BFT-SMaRt
has the ability to intuitively reflect the performance of BFT protocols.
However, BFT-SMaRt cannot evaluate the security of BFT protocols.
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The above frameworks can evaluate the performance of BFT protocols
in practical applications, rather than evaluate the security of BFT
protocols. On the other hand, Twins [14] is an automated unit test
generator to detect consistency conflicts in DiemBFT. Twins simulate
attack scenarios by creating a malicious node with the same identity
as an honest node and having that malicious node launch malicious
behaviors. Nevertheless, testers need to generate attack scenarios in
advance, which results in a significant amount of time being spent
on scenario generation when conducting large-scale security testing,
making Twins inflexible. In addition, malicious nodes cannot synchro-
nize with the execution state of honest nodes so that testers cannot
simulate timing attack scenarios. Further, Twins can only detect the
conflicts of DiemBFT protocol, but cannot detect other security prob-
lems, e.g., malicious attacks cause abnormal latency. And Twins also
cannot accurately locate the source of conflicts. As a result, the practical
and flexible security testing methods for BFT protocols are absent so far.

Designing a security testing method for BFT protocols poses signif-
icant challenges, mainly due to two critical issues. Firstly, the method
should be able to flexibly simulate various malicious scenarios. Dur-
ing the execution, BFT protocols may encounter various malicious
attacks. And these malicious attacks are closely related to behaviors
of consensus nodes. Therefore, nodes launching malicious behaviors
autonomously is the primary difficulty in flexibly simulating malicious
scenarios. In addition, some malicious attacks rely on the timing of
attacks. Although the timing of malicious attacks can be predetermined,
it is meaningless because the state changes of the protocol execution
process before testing are unpredictable. Therefore, choosing a reason-
able time for launching malicious behaviors is the second difficulty.
Secondly, the method should be able to quantify the security of BFT
protocols. In current, researchers theoretically verified the security
(i.e., Consistency) of BFT protocols under the condition of satisfying
a security threshold 𝑓 . However, the security of BFT protocols in
ractical applications is determined not only by consistency but also
y the extent to which attacks affect performance, which is affected by
arious factors such as hardware devices, network environment, and
mplementation methods. So it is difficult to analyze the security of
he BFT protocol theoretically in such a complex scenario. In contrast,
uantitative methods can intuitively reflect the changes in numerical
alues. Therefore, we need to quantify the security of BFT protocols.

Compared to prior works [14–19], our designed testing framework
an encompass a broader range of malicious scenarios, thereby compre-
ensively and efficiently evaluating the security of BFT protocols. The
ramework exhibits greater applicability and flexibility, and objectively
eflects the robustness of protocols under different malicious scenarios
hrough four quantitative security metrics. While meeting the testing
emands of large-scale systems, our testing framework possesses ro-
ust fault localization capabilities, allowing for intuitive identification
f fault-prone phases within the protocol, thus enhancing protocol
eliability and stability.
Contributions. In this paper, we propose BFTDiagnosis,2 a auto-

ated security testing framework for BFT protocols. BFTDiagnosis
an support BFT protocols that meet the Primary-Backup structure to
valuate their security. To simulate various malicious scenarios flexibly,
e design a node mode with behavior-triggering to control the various
ehaviors of consensus nodes, enabling the automatic execution for
ehaviors of consensus nodes. Then, we design a malicious message
orgery method to construct malicious interactive messages of the con-
ensus node, and combined with the node mode to achieve the purpose
f triggering malicious behaviors. Further, we present a protocol phase
ivision rule to divide the protocol phase reasonably, so that BFTDi-
gnosis enable control the trigger timing of malicious behaviors. On

he other hand, we define four indicators to quantify the security of BFT

2 This framework is open source by accessing ‘‘https://github.com/
angert/BFTDiagnosis’’.
2

protocols, including mean latency, abnormal latency rate, mean latency
variation rate, mean throughput, mean throughput variation rate and
consistency disruption degree. In addition, we design and develop three
core components to establish the BFTDiagnosis framework: the

ontroller, which controls the process of security testing; the Protocol
ctuator, which is the running container of BFT protocols; the Analyzer,
hich collects and analyzes the protocol running data.

Finally, we integrated representative PBFT, Basic-HotStuff, and
hained-HotStuff protocols into BFTDiagnosis. Through latency
nd throughput comparisons, we demonstrated that BFTDiagnosis
ad little impact on the performance of BFT protocols. Further, we
se BFTDiagnosis to test the security of the above three pro-
ocols in nine malicious behavior scenarios, including FeignDeath
Leader/Replica), Duplicate (Leader/Replica), Delay (Leader/Replica),
mbiguous (Leader/Replica), and Conspire (Replica). We obtained a

arge number of testing results, which show that BFTDiagnosis’s
bility to intuitively reflect the security indicators of three protocols
n various malicious scenarios. Therefore, BFTDiagnosis can serve
s a valuable security evaluation reference for other BFT protocols and
heir variants. With the maturity of the BFT protocol testing framework,
FT protocols can be better applied to fields such as multi-level network
onstruction [20] and industrial production [21,22].
Organization. The rest of this paper is organized as follows: Sec-

ion 2 presents the preliminary. Section 3 describes the specific design
nd implementation principle of BFTDiagnosis. Section 4 presents
he experiment of BFTDiagnosis. Section 5 discusses the achieve-
ents of our framework. Section 6 discusses the related work. Section 7

oncludes the paper and presents the future work.

. Preliminary

In this section, we describe the relevant knowledge points involved
n this paper.

.1. Primary-backup BFT protocols

The Primary-Backup BFT protocol, which originated from the de-
elopment of PBFT (Practical Byzantine Fault Tolerance), has become
popular choice for implementing Byzantine fault tolerance in dis-

ributed systems. This type of protocol typically has three main fea-
ures:

(a) Primary-Backup structure. The protocol divides nodes into Pri-
mary and Backup roles, with the Primary node responsible for
organizing and initiating a new consensus request or block to the
Backup nodes, and the Backup nodes responsible for verifying
the consensus request or block.

(b) Phased sequential execution. The Primary-Backup BFT protocol
is characterized by its strong sequential execution, whereby each
individual or batch consensus request is required to undergo
multiple verification steps that depend on each other in a specific
order.

(c) View-change. View-change is a crucial mechanism in Primary-
Backup BFT protocols that enables a system to recover from
failures. In Primary-Backup BFT protocols, each node maintains
its own view of the current leader and a log of all the messages
exchanged between nodes. When a view-change occurs, nodes
work together to elect a new leader and transition to the next
view. This collaborative process ensures the safety and liveness
of the system despite failures that may occur.

https://github.com/Wangert/BFTDiagnosis
https://github.com/Wangert/BFTDiagnosis
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Fig. 1. Overview of BFTDiagnosis.
2.2. Malicious behaviors of primary-backup BFT protocols

In the PB-BFT protocol, nodes generally perform three types of
behaviors: sending messages, receiving messages and locally process-
ing. Malicious behaviors refer to intentional and targeted actions by
malicious nodes to disrupt the normal operation of the system. We
collect the literature [14,23–26] related to BFT protocol security issues
and then classify that malicious behavior by nodes typically includes
the following:

(a) From the perspective of message transmission, nodes can per-
form three types of malicious behavior: Delayed transmission,
Duplicate transmission, and Feign death. Delayed transmission
refers to a node intentionally waiting for a period of time before
sending a message when the conditions for sending a message
and triggering malicious behavior are met. Duplicate transmis-
sion refers to a node sends a message that has already been
sent before when the conditions for sending a message and
triggering malicious behavior are met. Feign death refers to a
node fails to send a message when the conditions for sending
the message and triggering malicious behavior have been met
but then sending the message when the conditions for triggering
malicious behavior are no longer present.

(b) From the perspective of combining local processing and mes-
sage transmission, malicious nodes can perform the malicious
behavior of sending ambiguous messages. This means that when
the conditions for sending a message and triggering malicious
behavior are met, the node locally constructs messages that are
contradictory to each other and distributes them to other nodes.

3. Design of BFTDiagnosis

In this section, we describe the design of BFTDiagnosis, a secu-
rity testing framework for Primary-Backup BFT protocols.

3.1. Overview

3.1.1. Framework components
BFTDiagnosis is composed of three key components, namely the

Controller, the Protocol Actuator and the Analyzer.

• Controller. The Controller efficiently manages the operations of
the Protocol Actuator and Analyzer during security testing. Upon
initialization, it generates testing tasks from the configuration
3

file. During the execution of security testing tasks, the Con-
troller ensures proper configuration of the Protocol Actuator and
Analyzer before initiating the testing. Moreover, the Controller
automatically switches between security testing tasks.

• Protocol Actuator. The Protocol Actuator is a container designed
to execute BFT protocols. Initially, it lacks any specific proto-
col logic, and therefore, the user must implement a series of
specific interfaces to furnish the required protocol logic. Once
the necessary protocol execution logic is incorporated, the Pro-
tocol Actuator transforms into a runnable-consensus-node whose
behavior may differ based on the security testing tasks. More-
over, the consensus node persistently feeds running data to the
Analyzer during the testing process.

• Analyzer. The Analyzer is responsible for collecting and analyz-
ing protocol running data. The Analyzer has the ability to make
evaluation decisions based on the protocol running data, and it
calculates various security indicators of the protocol.

3.1.2. Workflow
BFTDiagnosis is capable of adapting to different BFT protocols.

Prior to testing a BFT protocol with BFTDiagnosis, the core logic of
the BFT protocol needs to be integrated into BFTDiagnosis through the
interface exposed by the protocol executor. This integration allows for
the construction of consensus nodes with the ability to run the protocol.
Subsequently, a certain number of consensus nodes, controllers, and
analyzers are launched according to the requirements. Finally, the
protocol testing begins.

The overall execution process of BFTDiagnosis is illustrated in
Fig. 1, before BFTDiagnosis executes the protocol security testing
task, it needs to establish a test task list. The controller goes through
steps A and B, reads the protocol test configuration file written by the
user, and parses the list of malicious scenarios to be simulated accord-
ing to the configuration file. Finally, it establishes and outputs the task
list to be executed. Once the test task list is ready, BFTDiagnosis
completes a test task execution through steps ①-⑥:

① The Controller retrieves a new test task from the test task list
and sets the mode of the consensus nodes according to the scenario re-
quirements of the test task. When the consensus nodes in the consensus
network receive instructions from the Controller to set the mode, each
consensus node transitions from a no-mode state to a mode state, and
the mode of each consensus node depends on the scenario requirements
of the test task;

② After the consensus nodes are configured, BFTDiagnosis be-
gins to execute the test task. During the task start period, the consensus
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data generated by the consensus network nodes is continuously sent to
the Analyzer;

③ Nodes in Dishonest mode in the consensus network will trigger
the malicious behavior mechanism in the protocol executor. This mech-
anism matches the Dishonest mode of the current consensus node. If the
current Dishonest mode does not require message forgery, the mecha-
nism will directly capture the corresponding message and perform the
injection process of malicious behavior; if the current Dishonest mode
requires message forgery, the mechanism will first capture the corre-
sponding message, then forge the message according to the malicious
message forging algorithm, and finally perform the injection process of
malicious behavior;

④ Nodes in Dishonest mode will initiate corresponding malicious
behaviors to disrupt the operation of the consensus network due to the
malicious behavior mechanism;

⑤ When a sufficient amount of consensus data has been received,
the analyzer will use the consensus data collected from each consensus
node to calculate security evaluation indicators, thereby completing the
current round of testing tasks;

⑥ After the current round of testing tasks is completed, a new round
of testing tasks is performed according to the task list to be executed,
until all testing tasks are completed.

3.2. Node mode with behavior-triggering

The execution process of the BFT protocol is closely related to the
behavior of consensus nodes, so the malicious behavior of consensus
nodes may lead to protocol abnormalities. To simulate malicious sce-
narios arising from different malicious behaviors of consensus nodes, it
is common to impersonate honest nodes and launch malicious attacks
externally to disrupt normal protocol execution. However, this method
requires real-time tracking of running nodes to capture the timing of
the attack and may not accurately create specific attack scenarios.
Therefore, the primary solution to the aforementioned issue is to in-
ternally control the interaction behavior of consensus nodes during
protocol execution. To achieve this, we designed a set of node modes
for consensus nodes.

Uninitialized Mode. The node in the Uninitialized mode represents
its initial state, in which it is incapable of exhibiting any honest or
dishonest behavior. In other words, all other node modes stem from
the Uninitialized mode.

Honest Mode. The Honest mode of a consensus node enables it to
initiate honest behavior while refraining from any dishonest conduct
that could disrupt the protocol’s regular operation. Such a node is
expected to maintain the correct interaction behavior consistently,
thereby ensuring proper protocol execution across the entire network.

Dishonest Mode. The consensus node in Dishonest mode can trig-
ger honest behavior, but under certain conditions, it may engage in
various types of dishonest behavior to disrupt the normal operation
of the protocol. However, the specific types of dishonest behavior
exhibited by consensus nodes are diverse and can result in various
malicious scenarios. Therefore, it is crucial to precisely define the types
of dishonest behavior displayed by consensus nodes. To address this,
we have further classified the malicious behaviors of consensus nodes
as follows:

• FeignDeath(Leader/Replica). When a consensus node acts as a
Leader or Replica, it engages in malicious behavior by deliber-
ately ignoring messages from other consensus nodes under trigger
conditions for feigning inactivity in the consensus network.

• Duplicate(Leader/Replica).When a consensus node acts as a Leader
or Replica, it engages in malicious behavior by deliberately in-
creasing message redundancy in the consensus network by dupli-
cately sending the same message to other consensus nodes, under
the trigger condition of satisfying for message repetition.
4

• Delay(Leader/Replica). When a consensus node acts as a Leader or
Replica, it engages in malicious behavior by deliberately delaying
the transmission of messages under the condition of satisfying
the trigger condition for message delay. This aims to simulate
the malicious behavior of delayed message propagation in the
consensus network.

• Ambiguous(Leader/Replica). When a consensus node acts as a
Leader or Replica, it engages in malicious behavior by differently
processing the same message from another consensus node to gen-
erate distinct response messages under the trigger condition for
ambiguous messages. This results in different response messages
being sent to different consensus nodes, causing the message to
be ambiguous in the network.

• Conspire(Replica). When a consensus node acts as a Replica, it
engages in malicious behavior by colluding with other replicas in
Conspire mode to process the same message in the same malicious
way under the trigger condition of conspire. This results in the
formation of an identical malicious response message, which is
then sent to other honest consensus nodes, thereby achieving the
malicious behavior of Replica collusion.

In the scenario simulation, each consensus node has one of the
aforementioned node modes at any given time, and we are able to alter
the behavior of consensus nodes by changing their node modes. This
enables us to internally control the interaction behavior of consensus
nodes, instead of injecting externally.

3.3. Malicious messages forgery for protocols

Among the above-mentioned node modes, some of the malicious
behaviors (e.g., Ambiguous and Conspire) in Dishonest mode need
to be triggered by malicious tampering with protocol messages. To
enable consensus nodes to independently forge malicious messages
and trigger malicious behaviors, BFTDiagnosis employs a message
forgery method based on field chain, which is embedded in the node
mode (The specific logic can be seen in Algorithm 1). It is well-known
that generating a fake message for protocols with known message
structures is relatively easy. However, forging a message for protocols
with unknown message structures is difficult, and therefore obtaining
the message structure of protocols becomes the first step.

To parse the message structure of protocols, users need to
implement the send_protocol_phase_messages interface of Protocol
Actuator when customizing a protocol. As shown in Fig. 2 Steps①-③,
the Controller triggers a consensus node to execute the
send_protocol_phase_messages method, and then the node sends messages
of each phase in its protocol as a JSON serialization string to the
Controller. The Controller parses fields of the JSON serialization string
to obtain the tree structure of message fields. For example, as shown in
Fig. 2, Field_2 has two sub-fields s_Field_1 and s_Field_2, and s_Field_2
also has two sub-fields ss_Field_1 and ss_Field_2, so Field_2 and s_Field_2
are structure types. However, fields that do not have sub-fields are
primitive types (Null, Bool, Number, String, Array). At this time, the
Controller has obtained the message structure of each phase in this
protocol and enables to forge messages for this protocol, but this is not
the final goal, we hope that consensus nodes can construct malicious
messages autonomously under certain conditions.

To enable consensus nodes to construct malicious messages inde-
pendently based on specific message fields accurately, BFTDiagnosis
embeds the field chain into the dishonest mode. As shown in Fig. 2
Step④, since non-leaf fields are generated from leaf fields, only leaf
fields of the message structure tree can be used as forged fields. Con-
troller stores the field path of each leaf field locally to form a field chain
list. When a consensus node obtains a field chain, it can accurately
match and modify a field of the message. As shown in Fig. 2 Steps⑤-⑧,
the Controller adds a field chain parameter to the Dishonest mode to set
the mode of consensus nodes. When the triggering conditions are met,
this consensus node maliciously modifies the message field according
to this field chain to construct a malicious message.



Computer Networks 249 (2024) 110404J. Wang et al.
Fig. 2. The process of forging a malicious message.

Algorithm 1 forging a malicious message.
Input: 𝑛𝑜𝑑𝑒, 𝐹𝐶,𝑚𝑠𝑔_𝑏𝑦𝑡𝑒𝑠, 𝑝ℎ𝑎𝑠𝑒
Output: 𝑚𝑠𝑔err

3: //modify messages field
Function modify_msg (msg_field_map, FC, error_content)
Match 𝑚𝑠𝑔_𝑓𝑖𝑒𝑙𝑑_𝑚𝑎𝑝[𝐹𝐶[0]] do

6: Case Null or Bool or Number or String or Array:
return 𝑚𝑠𝑔_𝑓𝑖𝑒𝑙𝑑_𝑚𝑎𝑝[𝐹𝐶[0]] = 𝑒𝑟𝑟𝑜𝑟_𝑐𝑜𝑛𝑡𝑒𝑛𝑡
Case Object(sub_map):

9: return 𝐹𝐶.𝑟𝑒𝑚𝑜𝑣𝑒(0)
new_msg_field_map=modify_msg(sub_map,FC)
End Match

12: if 𝐹𝐶.𝑙𝑒𝑛𝑔𝑡ℎ == 0 then
return 𝑛𝑒𝑤_𝑚𝑠𝑔_𝑓𝑖𝑒𝑙𝑑_𝑚𝑎𝑝

end if
15: // generate a malicious message

Function generate_err_message(node,FC,msg_bytes,phase)
phase_msg_type = node.phase_map[phase]

18: msg_struct_map = json_parse(msg_bytes)
new_msg_struct_map=modify_msg(msg_struct_map,FC)
err_msg = map_to_json_string(new_msg_struct_map)

21: return 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠_𝑚𝑠𝑔

3.4. Phase division rule

Different triggering times of malicious behavior have varying im-
pacts on BFT protocols. During the execution process of BFT protocols,
the same node exhibiting malicious behavior in different phases may
result in completely different outcomes. In other words, a particular
malicious behavior may have a negative impact on a specific execution,
and the degree of impact on such executions may differ. Hence, the
time of triggering malicious behavior is crucial for simulating malicious
scenarios in BFT protocols.

Unfortunately, it is infeasible to control the trigger time of mali-
cious behaviors. Due to the impact of network environment, hardware
devices, or implementation logic of the protocol on the actual execution
process, we cannot predict the running condition of the protocol,
making it difficult to accurately set the trigger time point of mali-
cious behavior in advance to simulate specific malicious scenarios. To
overcome this challenge, we regard the protocol execution phase as
the triggering point for the malicious behavior of consensus nodes.
Structurally, the execution process of BFT protocols proceeds link by
link without considering parallel processing. Importantly, in a normal
network environment, the processing time of each link should be short,
which makes it reasonable and feasible to use each execution phase as
a triggering point for malicious behaviors.

Typically, BFT protocols have their own phase design logic, but
some phases are still complex and indistinguishable. To divide the
execution process of PB-BFT protocols more fine-grained to support
more comprehensive security tests, BFTDiagnosis presents a proto-
col phase division rule:
5

Fig. 3. An example of protocol phase division rule.

During the process of executing a BFT protocol, BFTDiagnosis
assumes that each consensus round is triggered by an initial message called
𝑀𝑖𝑛𝑖𝑡, where 𝑀𝑖𝑛𝑖𝑡 is used as a marker to separate different consensus
rounds. Within the same consensus round, different types of messages
sent through unicast or broadcast are considered as distinct behaviors by
consensus nodes, and are used to divide the protocol into different phases.

The hypothetical example depicted in Fig. 3 is a BFT protocol. Nodes
send various messages at different times, and following the protocol
phase division rule of BFTDiagnosis, Message 1 acts as a separator
for consensus rounds. Within each consensus round, Messages 1, 2, 3,
and 4 correspond to Phases 1, 2, 3, and 4, respectively.

According to the protocol phase division rule of BFTDiagnosis,
different BFT protocols can be easily and clearly divided into phases,
and these phases are taken as the trigger time points for malicious
behaviors.

3.5. Security testing execution

BFTDiagnosis divides the security testing execution process into
malicious behavior injection and security evaluation. On the one hand,
we use methods and rules proposed above to inject malicious behaviors
of consensus nodes into protocols, so as to simulate various malicious
scenarios. On the other hand, we define four security indicators to
evaluate the security of BFT protocols in various malicious scenarios.

Malicious behavior injection. Injection processes of nine ma-
licious behaviors are shown in Fig. 4. During security testing, the
Controller of BFTDiagnosis can dynamically inject corresponding
malicious behaviors into workable consensus nodes by setting a node
mode. Generally, for BFT protocols, the trigger type and trigger time
of malicious behaviors will lead to different abnormal effects. (The
specific logic can be seen in Algorithm 2) In the scenario where
Replica initiates malicious behaviors, the number of malicious replicas
is also a crucial factor. Therefore, in order to comprehensively test
the protocol, BFTDiagnosis introduces four general parameters in
the node model, namely, role parameter 𝑅 (Leader/Replica), trigger
phase parameter 𝑃 (based on phase division rules), malicious replicas
parameter 𝑁𝑟 and stable time parameter 𝛥𝑇 . The stable time parameter
is to avoid the impact of the instability in the early stage of protocol
operation on testing results. Therefore, malicious behaviors are injected
after the protocol reaches a stable state. In addition to the four general
parameters, different malicious behaviors also have special parameters.
The injection process of different malicious behaviors will be described
in detail as follows (The specific logic can be seen in Algorithm 3):

• 𝐹𝑒𝑖𝑔𝑛𝐷𝑒𝑎𝑡ℎ(𝛥𝑇 ,𝑅, 𝑃 ,𝑁𝑟). When the protocol is in phase 𝑃 after
𝛥𝑇 time, the consensus node of 𝐹𝑒𝑖𝑔𝑛𝐷𝑒𝑎𝑡ℎ mode will trigger
the malicious behavior of 𝐹𝑒𝑖𝑔𝑛𝑑𝑒𝑎𝑡ℎ, that is, ignore the received
protocol message at this time and stop the broadcast of the
message in the next phase. When 𝑅 = 𝐿𝑒𝑎𝑑𝑒𝑟, the 𝑁𝑟 parameter
is ignored. Only the consensus node in 𝐹𝑒𝑖𝑔𝑛𝐷𝑒𝑎𝑡ℎ mode acting
as Leader will trigger feign death. When 𝑅 = 𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑁𝑟 replicas
are in 𝐹𝑒𝑖𝑔𝑛𝐷𝑒𝑎𝑡ℎ mode. These replicas trigger feign death when
they meet the conditions.
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Fig. 4. Injection processes for 9 malicious behaviors, including FeignDeath (Leader/Replica), Duplicate (Leader/Replica), Delay (Leader/Replica), Ambiguous (Leader/Replica), and
Conspire (Replica).
• 𝐷𝑢𝑝𝑙𝑖𝑐𝑎𝑡𝑒(𝛥𝑇 ,𝑅, 𝑃 ,𝑁𝑟). When the protocol runs statically for 𝛥𝑇
time and is in stage 𝑃 , the consensus node in the 𝐷𝑢𝑝𝑙𝑖𝑐𝑎𝑡𝑒
mode will trigger the malicious behavior of repeated message
sending. That is, once the protocol message 𝑀 is received, the
consensus node will repeatedly send the next stage message 𝑀𝑛𝑒𝑥𝑡
to the consensus network. When 𝑅 = 𝐿𝑒𝑎𝑑𝑒𝑟, the 𝑁𝑟 parameter
is ignored. Only when the 𝐷𝑢𝑝𝑙𝑖𝑐𝑎𝑡𝑒 consensus node serves as
the Leader, the message duplication behavior is triggered. When
𝑅 = 𝑅𝑒𝑝𝑙𝑖𝑐𝑎, there are 𝑁𝑟 replicas.

• 𝐷𝑒𝑙𝑎𝑦(𝛥𝑇 ,𝑅, 𝑃 , 𝑇𝑑𝑒𝑙𝑎𝑦, 𝑁𝑟). When the protocol runs statically for
𝛥𝑇 time and the protocol is in phase 𝑃 , the consensus node
in 𝐷𝑒𝑙𝑎𝑦 mode will trigger the malicious behavior of delaying
message sending. That is, once receiving the protocol message 𝑀 ,
the consensus node will temporarily detain the response message
𝑀𝑛𝑒𝑥𝑡 locally and send 𝑀𝑛𝑒𝑥𝑡 to the consensus network after 𝑇𝑑𝑒𝑙𝑎𝑦
time. When 𝑅 = 𝐿𝑒𝑎𝑑𝑒𝑟, the 𝑁𝑟 parameter is ignored. The
message 𝐷𝑒𝑙𝑎𝑦 behavior is triggered only when the consensus
node in delay mode acts as the Leader. When 𝑅 = 𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑁𝑟
replicas trigger message delay.

• 𝐴𝑚𝑏𝑖𝑔𝑢𝑜𝑢𝑠(𝛥𝑇 ,𝑅, 𝑃 , 𝐹𝐶, 𝑆𝑎, 𝑁𝑟). When the protocol is stable for
𝛥𝑇 time and the protocol is in phase 𝑃 , the 𝐴𝑚𝑏𝑖𝑔𝑢𝑜𝑢𝑠 mode con-
sensus node triggers the ambiguous message’s malicious behavior.
Ambiguous malicious behavior injection has its own parameters,
𝐹𝐶 is the forgery parameter of ambiguous message, that is, the
field chain of protocol message, consensus node will forge the
message of the front wheel according to 𝐹𝐶 parameters; 𝑆𝑎 is the
ambiguous message number set (Assuming 𝑆𝑎 = {𝑀0,… ,𝑀𝑁𝑟

}),
where 𝑀0 is the ambiguous message number of the Leader node,
and the rest 𝑀1...𝑀𝑁𝑟

corresponds to 𝑁𝑟 Replica. When 𝑅 =
𝐿𝑒𝑎𝑑𝑒𝑟, the 𝑁𝑟 parameter is ignored, and when the consensus
node in 𝐴𝑚𝑏𝑖𝑔𝑢𝑜𝑢𝑠 mode acts as the Leader, it generates a mali-
cious message 𝑀 ′ of the correct message 𝑀 according to the 𝐹𝐶
parameter, sending 𝑀 ′ randomly to 𝑀0 consensus nodes and 𝑀
to the remaining consensus nodes. When 𝑅 = 𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑁𝑟 replicas
generate malicious messages based on the correct message 𝑀 and
send malicious messages to different nodes based on the 𝑆 set. As
6

𝑎

shown in Fig. 4, one Replica generates malicious messages 𝑀 ′ and
sends 𝑀 ′ to three consensus nodes. Another Replica generates a
malicious message 𝑀ε and sends 𝑀ε to a consensus node.

• 𝐶𝑜𝑛𝑠𝑝𝑖𝑟𝑒(𝛥𝑇 , 𝑃 , 𝐹𝐶,𝑅𝐸𝑄,𝑁𝑟). The 𝐶𝑜𝑛𝑠𝑝𝑖𝑟𝑒 Replica in mode trig-
gers malicious behavior that nodes conspire to forge messages
if the protocol is in phase 𝑃 after stable operation for 𝛥𝑇 time.
Has its own parameters when Ambiguous malicious behavior is
injected, where 𝐹𝐶 is a forged parameter for ambiguous mes-
sages; 𝑅𝐸𝑄 is the consensus request identifier. 𝑁𝑟 malicious
replicas forge the 𝑅𝐸𝑄 request message based on 𝐹𝐶 to generate
malicious messages, and then send the malicious messages to the
consensus network. As shown in Fig. 4, three malicious replicas
conspired to forge 𝑀 ′ and sent it to the consensus network.

During the actual testing, all variable parameters (including the phase,
number of malicious nodes, malicious fields, and node roles) of differ-
ent malicious behavior scenarios will be iterated for BFTDiagnosis
to comprehensively test the security of protocols.

Security evaluation. Although the malicious behavior injection can
flexibly simulate the malicious scenario of the primary and secondary
BFT protocols, the result of the protocol security is still obscure. To
evaluate the protocol security more intuitively, we designed a security
evaluation strategy based on the protocol running data. Due to the
differences in the running data of different protocols, in order to
simplify the complex diversity of the running data of different protocols
and avoid the difficulty of calculating security indicators, we set two
simple protocol running output data in the Protocol Actuator:

(a) 𝐶𝑠𝑡𝑎𝑟𝑡 = {𝐻𝑎𝑠ℎ(𝑅𝐸𝑄), 𝑇 𝑆𝑠𝑡𝑎𝑟𝑡}. Consists of a round of consensus
request content Hash value and consensus start time stamp.

(b) 𝐶𝑒𝑛𝑑 = {𝐻𝑎𝑠ℎ(𝑅𝐸𝑄), 𝑇 𝑆𝑒𝑛𝑑}. Consists of a round of consensus
request content Hash value and consensus end time stamp.

In a consensus round, the consensus node sends 𝐶𝑠𝑡𝑎𝑟𝑡 and 𝐶𝑒𝑛𝑑

data to the analyzer at the beginning and end, respectively. There-
fore, the analyzer continues to receive running data from different
consensus nodes during protocol testing execution. Despite the simple
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Algorithm 2 The Controller manages test tasks.
1: Input:
2: 𝑁 : Number of consensus nodes
3: 𝛥𝑇 : stable runtime parameter of the protocol
4: 𝑇delay: Delay time under ’delay’ malicious behavior
5: tasks: list of test tasks
6: Ctrl: Controller
7: fp: Configuration file path
8: 𝑛𝑜𝑑𝑒𝑠all: Collection of all consensus nodes
9:

10: // initialization phase
11: (𝑁,𝛥𝑇 , 𝑇delay, tasks) ←Ctrl.read_config_file(fp)
12: while 𝑡𝑟𝑢𝑒 do
13: 𝑁 ′ ← gossip protocol listens for started consensus nodes
14: if 𝑁 = 𝑁 ′ and 𝑁 ′ consensus nodes are running properly then
15: 𝐶phase ←Ctrl.query_"protocol_phase_count(any_node)"
16: Ctrl.distribute_keypair(𝑛𝑜𝑑𝑒𝑠all)
17: Ctrl.set_consensus_mode("Uninitialized", 𝑛𝑜𝑑𝑒𝑠all)
18: Break
19: end if
20: end while

21: // Set testing tasks
22: for each task in tasks do
23: if task.role = ‘‘Leader’’ then
24: for each P in 1, 2,… , 𝐶phase do
25: if task.type = ‘‘FeignDeath’’ then
26: 𝑐𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠_𝑚𝑜𝑑𝑒 = 𝐹𝑒𝑖𝑔𝑛𝐷𝑒𝑎𝑡ℎ(𝐿𝑒𝑎𝑑𝑒𝑟, 𝑃 )
27: else if task.type = ‘‘Duplicate’’ then
28: 𝑐𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠_𝑚𝑜𝑑𝑒 = 𝐷𝑢𝑝𝑙𝑖𝑐𝑎𝑡𝑒(𝐿𝑒𝑎𝑑𝑒𝑟, 𝑃 )
29: else if task.type = ‘‘Delay’’ then
30: 𝑐𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠_𝑚𝑜𝑑𝑒 = 𝐷𝑒𝑙𝑎𝑦(𝐿𝑒𝑎𝑑𝑒𝑟, 𝑃 , 𝑇 _𝑑𝑒𝑙𝑎𝑦)
31: else if task.type = ‘‘Ambiguous’’ then
32: 𝑐𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠_𝑚𝑜𝑑𝑒=Ambiguous(Leader,P,FC,S_a)
33: end if
34: (𝑛𝑜𝑑𝑒𝑠target, 𝑛𝑜𝑑𝑒𝑠other)=select_node(𝑛𝑜𝑑𝑒𝑠all,1)
35: Ctrl.set_consensus_mode(consensus_mode,𝑛𝑜𝑑𝑒𝑠target)
36: Ctrl.set_consensus_mode(‘‘Honest",𝑛𝑜𝑑𝑒𝑠other)
37: wait for instructions from Analyzer to execute the next round of

test task
38: end for
39: else if task.role = ‘‘Replica’’ then
40: for each 𝑁r𝑖𝑛1, 2,… , 𝑁 do
41: for each P in 1, 2,… , 𝐶phase do
42: if task.type = ‘‘FeignDeath’’ then
43: consensus_mode =
44: 𝐹𝑒𝑖𝑔𝑛𝐷𝑒𝑎𝑡ℎ(𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑃 ,𝑁r)
45: else if task.type = ‘‘Duplicate’’ then
46: 𝑐𝑜𝑛𝑠𝑒𝑛𝑠𝑢𝑠_𝑚𝑜𝑑𝑒 = 𝐷𝑢𝑝𝑙𝑖𝑐𝑎𝑡𝑒(𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑃 ,𝑁r)
47: else if task.type = ‘‘Delay’’ then
48: consensus_mode =
49: 𝐷𝑒𝑙𝑎𝑦(𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑃 , 𝑇delay, 𝑁r)
50: else if task.type = ‘‘Ambiguous’’ then
51: consensus_mode=𝐴𝑚𝑏𝑖𝑔𝑢𝑜𝑢𝑠(𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑃 , 𝐹𝐶, 𝑆a, 𝑁r)
52: else if task.type = ‘‘Conspire’’ then
53: consensus_mode=𝐶𝑜𝑛𝑠𝑝𝑖𝑟𝑒(𝑅𝑒𝑝𝑙𝑖𝑐𝑎, 𝑃 , 𝐹𝐶,𝑅𝐸𝑄,𝑁r)
54: end if
55: (𝑛𝑜𝑑𝑒𝑠target, 𝑛𝑜𝑑𝑒𝑠other)=select_node(𝑛𝑜𝑑𝑒𝑠all,1)
56: Ctrl.set_consensus_mode(consensus_mode,𝑛𝑜𝑑𝑒𝑠target)
57: Ctrl.set_consensus_mode(‘‘Honest",𝑛𝑜𝑑𝑒𝑠other)
58: wait for instructions from Analyzer to execute the next round of

test task
59: end for
60: end for
61: end if
62: end for

structure of the two output data, the analyzer can use these data
7

Algorithm 3 malicious behaviors triggering.
Input: P, node, msg

2: Output:
Messages are maliciously processed according to the consensus node mode

4: // Consensus node malicious behavior trigger function
Function malicious_triggering(𝑃 ,node,msg)

6: 𝑚𝑠𝑔next = build_next_msg(msg)
if IsDishonest(node.mode) and node.mode.phase == P then

8: Switch (node.mode)
Case FeignDeath:

10: ignore ‘‘msg’’
Case Duplicate:

12: multiple broadcast 𝑚𝑠𝑔next to other consensus node
Case Delay:

14: sleep(node.mode,𝑇delay)
broadcast 𝑚𝑠𝑔next to other consensus node

16: Case Ambiguous:
fc = node.mode.fc

18: 𝑚𝑠𝑔malicious
next =generate_error_message(fc,𝑚𝑠𝑔next)

// The consensus node to which ‘‘𝑚𝑠𝑔malicious
next ’’ is sent is selected

20: 𝐶amb = node.ambiguous_count
(nodes1, nodes2)=select_nodes(𝑛𝑜𝑑𝑒𝑠all, 𝐶amb)

22: broadcast 𝑚𝑠𝑔next to nodes1
broadcast 𝑚𝑠𝑔malicious

next to nodes2
24: Case Conspire:

𝑅mode=node.mode.request
26: 𝑅msg=msg.request

if IsReplicaNode(node) and 𝑅mode == 𝑅msg then
28: fc = node.mode.fc

𝑚𝑠𝑔malicious
next =generate_error_message(fc, 𝑚𝑠𝑔next)

30: Broadcast 𝑚𝑠𝑔malicious
next to other consensus node

end if
32: End Switch

end if

to calculate a variety of security metrics. In a round of testing, as-
suming that there are 𝑁 consensus nodes in the network, the ana-
lyzer will store the running data of these 𝑁 consensus nodes 𝑆𝑅𝐷 =
{𝐷0, 𝐷1,… , 𝐷𝑁}, where 𝐷𝑖 = {𝐶𝑆𝑠𝑡𝑎𝑟𝑡, 𝐶𝑆𝑒𝑛𝑑}, 𝐶𝑆𝑠𝑡𝑎𝑟𝑡 and 𝐶𝑆𝑒𝑛𝑑

are 𝐶𝑠𝑡𝑎𝑟𝑡 and 𝐶𝑒𝑛𝑑 sets of different consensus requests, respectively.
𝑅𝐸𝑄𝑘 = {(𝐶𝑠𝑡𝑎𝑟𝑡

𝑘1 , 𝐶𝑒𝑛𝑑
𝑘1 ), (𝐶𝑠𝑡𝑎𝑟𝑡

𝑘2 , 𝐶𝑒𝑛𝑑
𝑘2 ),… , (𝐶𝑠𝑡𝑎𝑟𝑡

𝑘𝑁 , 𝐶𝑒𝑛𝑑
𝑘𝑁 )}, where 𝐶𝑠𝑡𝑎𝑟𝑡

𝑘𝑗 or
𝐶𝑒𝑛𝑑
𝑘𝑗 of any consensus node may be empty due to malicious scenarios.

In the testing process, the run time data of malicious nodes will have a
huge impact on the testing results. Therefore, to ensure the rationality
of the results, we further eliminate the run time data of malicious
nodes to obtain 𝑅𝐸𝑄𝑚

𝑘 , which does not contain malicious node data. In
addition, to indicate whether a consensus request completes the final
output on a consensus node, we define 𝛾𝑘𝑗 value:

𝛾𝑘𝑗 =
{

1, 𝐶𝑠𝑡𝑎𝑟𝑡
𝑘 ∈ 𝐷𝑗 ∧ 𝐶𝑠𝑡𝑎𝑟𝑡

𝑘 ∈ 𝐷𝑗
0, 𝐶𝑠𝑡𝑎𝑟𝑡

𝑘 ∉ 𝐷𝑗 ∨ 𝐶𝑠𝑡𝑎𝑟𝑡
𝑘 ∉ 𝐷𝑗

ased on the situation of each consensus node, whether each consensus
equest meets the final consistency can be obtained, which is expressed
y the value of 𝛤𝑘:

𝑘 =
𝑗=𝑁−𝑀
⋀

𝑗=1
𝛾𝑘𝑗

Firstly, we defined and calculated two auxiliary indicators, which
rovide support for calculating the security indicators. (assuming the
umber of malicious nodes is 𝑀 < 𝑁 and there are 𝑄 consensus
equests)

• Mean latency (𝐿𝑚𝑒𝑎𝑛). A consensus request has run time data
for 𝑁 − 𝑀 honest nodes, based on which the consensus request

latency for each is calculated, and then the average latency for
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all consensus requests that meet the conformance condition is
calculated.

𝐿𝑚𝑒𝑎𝑛 =

∑𝑘=𝑄
𝑘=1

∑𝑗=𝑁−𝑀
𝑗=1 𝛤𝑘(𝑇𝑆𝑠𝑡𝑎𝑟𝑡

𝑘𝑗 − 𝑇𝑆𝑒𝑛𝑑
𝑘𝑗 )

𝑄(𝑁 −𝑀)

• Mean Throughput (𝑇𝑚𝑒𝑎𝑛).The number of consensus requests that
meet the consistency conditions within a period of time is counted
as the number of requests that complete the consensus 𝛥𝑇𝑒𝑥𝑒𝑐 .

𝑇𝑚𝑒𝑎𝑛 =
∑𝑘=𝑄

𝑘=1 𝛤𝑘

𝛥𝑇𝑒𝑥𝑒𝑐

According to the protocol running data obtained above, and for
different malicious scenarios, we define and calculate the following four
security indicators. (assuming the number of malicious nodes is 𝑀 < 𝑁
and there are 𝑄 consensus requests)

• Abnormal latency rate (𝐴𝑅𝑙𝑎𝑡𝑒𝑛𝑐𝑦). In the testing process, each
consensus request is taken as an independent sample to calculate
the latency of each consensus request. When the latency exceeds
the threshold 𝜒 , we mark it as an anomaly, where 𝜒 is the stan-
dard deviation of the consensus request latency in the protocol
without injected malicious behavior. Calculate the proportion of
the number of abnormal requests to the total number of requests
based on the number of abnormal latency.

𝜒 =

√

√

√

√

∑𝑄
𝑘=1

∑𝑁
𝑗=1((𝑇𝑆

𝑠𝑡𝑎𝑟𝑡
𝑘𝑗 − 𝑇𝑆𝑒𝑛𝑑

𝑘𝑗 ) − 𝐿𝑛𝑜𝑟𝑚𝑎𝑙
𝑚𝑒𝑎𝑛 )2

𝑄𝑁

𝛼𝑘 =
{

1, (𝑇𝑆𝑒𝑛𝑑
𝑘 − 𝑇𝑆𝑠𝑡𝑎𝑟𝑡

𝑘 ) > 𝜒
0, (𝑇𝑆𝑒𝑛𝑑

𝑘 − 𝑇𝑆𝑠𝑡𝑎𝑟𝑡
𝑘 ) ≤ 𝜒

𝐴𝑅𝑙𝑎𝑡𝑒𝑛𝑐𝑦 =
∑𝑘=𝑄

𝑘=1 𝛼𝑘
𝑄

• Mean latency variation rate (𝑉 𝑅𝑙𝑎𝑡𝑒𝑛𝑐𝑦). The average delay in the
normal and malicious scenarios is calculated respectively, and the
difference ratio of the average delay in the malicious scenario
compared with that in the normal scenario is calculated.

𝑉 𝑅𝑙𝑎𝑡𝑒𝑛𝑐𝑦 =
𝐿𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠
𝑚𝑒𝑎𝑛

𝐿𝑛𝑜𝑟𝑚𝑎𝑙
𝑚𝑒𝑎𝑛

• Throughput variation rate (𝑉 𝑅𝑡ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡). The throughput in the
normal and malicious scenarios is calculated respectively, and the
throughput difference ratio between the malicious scenario and
the normal scenario is calculated.

𝑉 𝑅𝑡ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑇 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠
𝑚𝑒𝑎𝑛

𝑇 𝑛𝑜𝑟𝑚𝑎𝑙
𝑚𝑒𝑎𝑛

• Consistency disruption degree (𝐷𝐷𝑐𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦). Reflected in the im-
pact of malicious behavior on consensus request consistency in
the process of protocol execution, the number of 𝑄 consensus
requests that do not meet the consistency conditions accounted
for the proportion of the total number.

𝐷𝐷𝑐𝑜𝑛𝑠𝑖𝑠𝑡𝑒𝑛𝑐𝑦 =
∑𝑘=𝑄

𝑘=1 𝛤𝑘

𝑄

In general, malicious behavior injection and security evaluation
trategies can be used to conduct comprehensive security tests on differ-
nt primary and secondary BFT protocols, and obtain multidimensional
ecurity indicator values to evaluate the protocol execution process in
alicious scenarios.

.6. Architecture of BFTDiagnosis

Based on the above mechanism, we design and develop the Con-
troller, the Protocol Actuator and the Analyzer to build the framework
8

of BFTDiagnosis. Three components cooperate with each other to
perform the security testing of BFT protocols. And their design structure
is shown in Fig. 5.

The Controller is composed of Security Test Management module and
nstruction Sending module to manages the security testing process of
FT protocols. Before testing, the Controller reads the configuration
ile through the Test Parameter Parsing submodule to set up the testing
nvironment, including the IP addresses and ports of the Protocol Ac-
uator and the Analyzer, the list of malicious behavior testing contents,
he attack intensity and the number of consensus requests. Then, the
ey Distribution and Consensus Node Mode Setting submodules are used

o allocate keys and set the node mode for the Protocol Actuator
i.e., consensus node), completing the testing initialization process.
ext, the Controller uses the Test Task Start submodule to start the
rotocol operation of the Protocol Actuator and continuously sends
onsensus requests to the consensus network through the Consensus
equest Generation submodule. All of the aforementioned instructions
re received, processed, and sent to the Protocol Actuator and the
nalyzer by the Instruction Sending module.

The protocol integration process is entirely dependent on the Pro-
ocol Actuator, which consists of the Network module, Digital Signature
odule, Protocol module, Mode Management module, and Signal Pro-

cessing module. The Protocol module serves as the core of the Protocol
Actuator, while the other modules operate around it. During the oper-
ation of the Protocol Actuator, the Protocol module uses the Network

odule and Digital Signature module to achieve message transmission
and signature verification. The Mode Management module dynamically
manages the modes of the Protocol Actuator based on the security
testing content, and triggers various behaviors according to modes of
the Protocol Actuator and the Protocol module. The Signal Processing
module is used to receive external and internal signals, such as mode
updates, protocol start, protocol stop, and behavior triggering. In the
Protocol Actuator, all modules except for the Protocol module can
un independently. However, the Protocol module requires users to
mplement module interfaces based on the logic of the BFT protocol
eing tested. The Protocol module has four key interfaces that need to
e implemented:

• Protocol Initialization Interface. This interface requires the imple-
mentation of initialization work before protocol execution, such
as key distribution and protocol parameter configuration.

• Protocol Phases Interface. This interface is responsible for imple-
menting the protocol phase message structure. BFTDiagnosis
will obtain the phase information of the protocol being tested
through this interface before testing.

• Protocol Message Handler Interface. This interface is responsible
for implementing the core logic of the BFT protocol being tested,
including the processing methods for different messages during
the protocol execution process.

• Timeout Handler Interface. This interface is responsible for imple-
menting timeout processing logic during the protocol execution
process, such as the view-change process after a timeout.

The Analyzer is composed of Task Receiving module, Data Acquisition
odule, Data Storage module and Security Indicator Calculation module

o evaluates the security of BFT protocols. After the Analyzer is started,
t receives instructions of testing tasks from the Controller through the
ask Receiving module. During the testing process, the Data Acquisition
odule continuously receives the protocol running data from the Pro-

ocol Actuator and transmits it to the Data Storage module to store the
protocol running data of each consensus node. In addition, the Security
Indicator Calculation module can obtain the protocol running data of
the consensus nodes from the Data Storage module and calculate two
auxiliary indicators and four security indicators.
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Fig. 5. The architecture of BFTDiagnosis, including the structure design of the Controller, the Protocol Actuator and Analyzer.
4. Experimental evaluation

To validate the effectiveness of BFTDiagnosis in conducting
security tests on BFT protocols, we utilized the framework to test
and analyze three representative BFT protocols. Additionally, we have
open-sourced the BFTDiagnosis framework along with the three
protocols (PBFT, Basic-HotStuff, and Chain-HotStuff), which can be
accessed at https://github.com/Wangert/BFTDiagnosis.git.

4.1. Experimental setup

Hardware and software. We run consensus nodes on four CentOS
Linux release 7.6.1810 (Core) servers with 128G of memory, 16 cores
and 3.5T SSD storage, and we run the Controller and the Analyzer
on two CentOS Linux release 7.6.1810 (Core) desktops with 16G of
memory and 1T SSD storage. And, the message communication delay
between the four servers running the consensus node ranges from 3 to
4 ms.

Protocol implementation. Among the numerous BFT protocols, the
HotStuff series optimized from PBFT, which has linear communication
complexity, is currently a hot spot in the study of consensus protocols,
and the design ideas of DiemBFT and AptosBFT is derived from its
structure. So we implemented three types of BFT protocols in Rust
language and integrated them into the Protocol Actuator, including
PBFT, Basic HotStuff, and Chained-HotStuff.

By utilizing protocol phase partitioning rules, we can divide PBFT,
Basic-HotStuff, and Chained-HotStuff into distinct phases.

• PBFT (three phases): PrePrepare (1 phase), Prepare (2 phase), and
Commit (3 phase).

• Basic-HotStuff (six phases): Prepare (1 phase), PrepareVote (2
phase), PreCommit (3 phase), PreCommitVote (4 phase), Commit
(5 phase), and CommitVote (6 phase).

• Chained-HotStuff (two phases): Generic (1 phase) and Gener-
icVote (2 phase).

4.2. Evaluation of framework overhead

We evaluate the load on the BFTDiagnosis framework from
two aspects: (1) the resource consumption of consensus nodes; (2)
the impact of the BFTDiagnosis framework on the latency and
throughput of the consensus protocol.
9

Fig. 6. Comparison of performance between the original protocols and the protocol
implemented using BFTDiagnosis. (PBFT, Basic-HotStuff and Chained-HotStuff).

First, we run multiple consensus nodes built on BFTDiagnosis on
a single server to measure the resource consumption of the consensus
nodes. The results indicate that each consensus node built based on

https://github.com/Wangert/BFTDiagnosis.git
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Table 1
The testing results of Delay, Duplicate and FeignDeath Malicious behaviors on the PBFT, Basic-HotStuff and Chained-HotStuff (Leader-fault).

PBFT
(Phase Number)

Basic-Hotstuff
(Phase Number)

Chained-Hotstuff
(Phase Number)

1 2 3 1 2 3 4 5 6 1 2

Delay

VRL(59.3)

VRT(55.6)

AR (62.8)

DDC(0.0)

VRL(11.1)
VRT(20.9)
AR (13.0)
DDC(0.0)

VRL(29.4)

VRT(53.8)

AR (22.6)
DDC(1.4)

VRL(14.5)
VRT(21.9)
AR (17.9)
DDC(0.0)

VRL(1.7)
VRT(13.2)
AR (1.6)
DDC(0.0)

VRL(18.1)
VRT(20.5)
AR (23.7)
DDC(0.0)

VRL(4.8)
VRT(9.6)
AR (6.8)
DDC(0.0)

VRL(18.1)
VRT(20.5)
AR (23.7)
DDC(0.0)

VRL(4.8)
VRT(9.6)
AR (6.0)
DDC(0.0)

VRL(32.9)

VRT(41.6)

AR (84.7)

DDC(1.0)

VRL(4.3)
VRT(19.8)
AR (9.5)
DDC(0.0)

Duplicate

VRL(7.7)
VRT(19.0)
AR (6.0)
DDC(0.0)

VRL(7.7)
VRT(18.5)
AR (9.2)
DDC(0.0)

VRL(7.7)
VRT(19.6)
AR (6.2)
DDC(0.0)

VRL(1.7)
VRT(12.3)
AR (3.9)
DDC(0.0)

VRL(1.7)
VRT(9.6)
AR (1.8)
DDC(0.0)

VRL(1.7)
VRT(9.6)
AR (1.1)
DDC(0.0)

VRL(3.3)
VRT(8.3)
AR (2.2)
DDC(0.0)

VRL(3.3)
VRT(12.3)
AR (3.8)
DDC(0.0)

VRL(1.7)
VRT(10.3)
AR (2.3)
DDC(1.5)

VRL(6.0)
VRT(21.9)
AR (10.4)
DDC(0.0)

VRL(4.8)
VRT(20.7)
AR (8.3)
DDC(0.0)

FeignDeath

VRL(79.4)

VRT(89.6)

AR (9.4)
DDC(0.4)

VRL(7.1)
VRT(13.2)
AR (7.5)
DDC(0.0)

VRL(10.3)
VRT(13.0)
AR (5.5)
DDC(0.0)

VRL(81.5)

VRT(85.0)

AR (21.1)
DDC(4.5)

VRL(3.6)
VRT(1.0)
AR (4.5)
DDC(0.0)

VRL(77.1)

VRT(85.4)

AR (22.2)
DDC(4.8)

VRL(3.6)
VRT(1.1)
AR (4.6)
DDC(0.0)

VRL(82.3)

VRT(85.9)

AR (16.5)
DDC(0.0)

VRL(5.4)
VRT(0.2)
AR (7.1)
DDC(0.7)

VRL(70.8)

VRT(92.1)

AR (35.1)

DDC(4.2)

VRL(3.5)
VRT(18.4)
AR (8.6)
DDC(0.4)

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree.
BFTDiagnosis occupies approximately 17% of the CPU and 10% of
the memory.

Secondly, we recognize that the performance of BFT protocols may
be affected by the utilization of BFTDiagnosis, which could indi-
rectly impact the results of security testing. Thus, we conducted tests
on the latency and throughput of PBFT, Basic-HotStuff, and Chained-
HotStuff protocols without integration into the BFTDiagnosis frame-
work, and compared these results to those of the same protocols
integrated into the BFTDiagnosis framework.

Due to the limited number of servers in our experimental envi-
onment, if the number of consensus nodes exceeds four, we evenly
istribute them among the available servers. From a resource utilization
erspective, this allocation scheme may affect the authenticity of the
rotocol performance. However, we can still compare the performance
f the protocol under the same allocation scheme to effectively evaluate
he degree of influence that BFTDiagnosis has on the protocol.

Fig. 6 shows that the latency and throughput of PBFT,
BFT(integration), Basic-HotStuff, Basic-HotStuff(integration), Chained-
otStuff and Chained-HotStuff(integration) protocols under 4 to 10
onsensus nodes. The figure illustrates that the three BFT protocols inte-
rated with the BFTDiagnosis framework exhibit consistent latency
nd throughput trends with those without integration. When the num-
er of consensus nodes is less than 7, the latency of the three protocols
iffers from their corresponding integrated protocols by no more than
ms. However, when the number of consensus nodes is greater than or

qual to 7, the difference in latency increases because BFTDiagnosis
equires additional CPU resources. In our experimental environment,
ore than 4 consensus nodes need to share the same server, which
eans that CPU resources cannot provide services for each consensus
ode normally. In addition, the throughput difference between the
hree protocols and their corresponding integrated protocols remains
etween 5 and 10. Considering the network latency in our experimental
nvironment, the performance overhead of BFTDiagnosis on the

BFT protocols is acceptable.

4.3. Security testing results

To ensure that consensus nodes have sufficient CPU resources, we
execute security tests on PBFT, Basic-HotStuff, and Chained-HotStuff
with four consensus nodes. Furthermore, we run the four consensus
nodes on separate servers (128G of memory, 16 cores and 3.5T SSD
storage) to avoid contention for system resources among the nodes.
Below, we analyze the testing results of BFTDiagnosis from two
perspectives: leader-fault and replica-fault.

Malicious scenarios of leader-fault. We set the attack intensity
of malicious behavior to trigger every 10 ms to simulate the scenario
of Leader-fault for the three protocols. Table 1 shows the results of
10

the four security indicators when the Leader initiates the FeignDeath
Fig. 7. Latency and throughput losses when there is a malicious leader. (PBFT,
Basic-HotStuff and Chained-HotStuff)

malicious behavior, Duplicate, and Delay. When Leader initiates the
FeignDeath behavior in PBFT, Basic-HotStuff, and Chained-HotStuff
during odd phases, it leads to a significant increase in VRL and VRT
indicators, and slightly higher AR indicators than normal levels. This
is because the leader’s inactivity during odd-numbered phases leads
to view-change and re-consensus on requests. However, this malicious
behavior has a small impact on the DDC indicator. When the Leader
executes a Delay (50 ms) malicious behavior, it has a similar impact
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Table 2
The testing results of Ambiguous malicious behavior on the PBFT (Leader-fault).

PBFT

LeaderAmbiguous
(number of nodes)

LeaderAmbiguous
(number of nodes)

1 2 3 1 2 3

(1,view) VRL(5.7) VRT(10.7)
AR (5.4) DDC(0.4)

VRL(77.3) VRT(90.3)
AR (9.0) DDC(0.4)

VRL(85.0) VRT(89.7)
AR (5.4) DDC(0.0)

(2,signature) VRL(17.5) VRT(15.0)
AR (7.7) DDC(1.7)

VRL(17.5) VRT(16.1)
AR (8.1) DDC(0.4)

VRL(19.5) VRT(20.4)
AR (11.2) DDC(0.0)

(1,m_hash) VRL(9.4) VRT(13.9)
AR (8.3) DDC(4.3)

VRL(77.4) VRT(91.0)
AR (5.6) DDC(0.5)

VRL(85.9) VRT(90.9)
AR (14.1) DDC(0.0)

(3,view) VRL(13.2) VRT(24.0)
AR (16.6) DDC(0.0)

VRL(13.2) VRT(23.8)
AR (15.8) DDC(0.5)

VRL(17.5) VRT(32.0)
AR (19.2) DDC(0.0)

(1,signature) VRL(8.3) VRT(15.0)
AR (8.3) DDC(0.0)

VRL(77.2) VRT(97.8)
AR (11.4) DDC(0.0)

VRL(87.8) VRT(90.4)
AR (13.6) DDC(0.0)

(3,m_hash) VRL(18.8) VRT(23.7)
AR (16.1) DDC(0.5)

VRL(16.1) VRT(22.5)
AR (12.0) DDC(0.0)

VRL(23.5) VRT(28.0)
AR (20.7) DDC(0.0)

(2,view) VRL(15.4) VRT(15.5)
AR (11.4) DDC(0.9)

VRL(15.4) VRT(14.7)
AR (11.0) DDC(0.9)

VRL(19.5) VRT(13.5)
AR (10.2) DDC(0.4)

(3,signature) VRL(18.8) VRT(23.5)
AR (17.9) DDC(0.5)

VRL(18.8) VRT(24.0)
AR (13.2) DDC(0.0)

VRL(18.8) VRT(23.6)
AR (17.8) DDC(1.0)

(2,m_hash) VRL(17.5) VRT(19.7)
AR (9.2) DDC(0.5)

VRL(17.5) VRT(18.5)
AR (11.4) DDC(1.4)

VRL(17.5) VRT(18.9)
AR (9.6) DDC(0.0)

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; (1, A): indicates that field A of
phase 1 is forged.
Fig. 8. The values of security indexes for the PBFT protocol under the scenario of
‘‘Ambiguous’’ malicious behavior triggered by leader.

on the odd phases of the three protocols as the FeignDeath malicious
behavior, but the impact is smaller since a 50 ms delay may not
trigger a view change. However, in PBFT, the Leader’s delay malicious
behavior has a more significant impact in the first phase. According
to our analysis, the Leader’s delay in the first phase greatly affects the
message processing time of other Replicas, while in the third phase, it
only affects its own Commit time. In addition, the Duplicate malicious
behavior of Leader has little impact on the security indicators of each
protocol.

To demonstrate more clearly the impact of leader latency malicious
behavior on the three protocols, we conducted tests under differ-
ent latency conditions. As depicted in Fig. 7, as the delay increases,
the latency and throughput loss of odd phases of the three proto-
cols caused by Delay malicious behavior also increase significantly.
This effect is particularly pronounced in the first phase of PBFT and
Chained-HotStuff, highlighting the importance of the leader’s message
processing time for these protocols.

Table 2 shows the experimental results of Ambiguous (Leader)
malicious behavior on PBFT. When the Leader sends a fake message
to one Replica, any forgery of any field in any phase will not have a
significant impact on its four indicators. When the Leader sends fake
messages to two Replicas, forgery of any field in phase 1 will result
in a significant increase in VRL and VRT indicators, but will not have
a significant impact in phases 2 and 3. When the Leader sends fake
11
Fig. 9. The values of security indexes for the Basic-HotStuff protocol under the scenario
of ‘‘Ambiguous’’ malicious behavior triggered by leader.

messages to three Replicas, forgery of any field in phase 1 will result
in a significant increase in VRL and VRT indicators, but will not have
a significant impact in phases 2 and 3. These contrasts are clearly
displayed in Fig. 8. These malicious scenarios will not undermine the
consistency of PBFT (i.e., the DDC indicator is not affected).

Table 3 shows the impact of Leader Ambiguous malicious behavior
on Basic HotStuff, which, like other leader malicious behaviors, only
affects the odd phases. When forging the fields as view and block, the
VRL, VRT, and AR indicators are relatively high. When forging the
fields as ⟨𝑞𝑐, 𝑣𝑖𝑒𝑤⟩ and ⟨𝑞𝑐, 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒⟩, only the VRL, VRT, and AR of
phases 3 and 5 are relatively high, while the VRL, VRT, and AR of phase
1 are relatively low. This situation is demonstrated in Fig. 9.

Table 4 shows that injecting Leader Ambiguous malicious behavior
into phase 1 of Chained-HotStuff can have a huge impact on VRT
metrics. In Fig. 10, it is evident that in phase 1, both VRT and VRL
are notably higher than in phase 2.

In summary, the malicious behaviors of a leader has a significant
impact on the VRL, VRT, and AR security indicators of the odd phases
of the three protocols, but has almost no effect on DDC. Moreover, in
the case of Ambiguous malicious behavior, maliciously forging a few
fields in some phases may not pose a threat to the security of three
protocols.
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Table 3
The testing results of Ambiguous malicious behavior on the Basic-HotStuff (Leader-fault).

Basic-Hotstuff

LeaderAmbiguous
(number of nodes)

LeaderAmbiguous
(number of nodes)

1 2 3 1 2 3

(1,view) VRL(4.5) VRT(4.1)
AR (6.1) DDC(0.0)

VRL(80.4) VRT(84.1)

AR (9.2) DDC(0.0)

VRL(79.6) VRT(85.3)

AR (8.7) DDC(0.0)
(4,view) VRL(4.5) VRT(1.2)

AR (3.2) DDC(0.0)
VRL(3.1) VRT(0.0)
AR (3.4) DDC(0.0)

VRL(8.7) VRT(1.8)
AR (9.4) DDC(0.0)

(1,block) VRL(4.5) VRT(1.2)
AR (4.6) DDC(0.0)

VRL(81.2) VRT(85.9)

AR (13.8) DDC(0.0)

VRL(81.2) VRT(85.9)

AR (12.9) DDC(0.0)
(4,block) VRL(6.0) VRT(6.0)

AR (11.2) DDC(0.0)
VRL(8.7) VRT(6.8)
AR (7.9) DDC(0.0)

VRL(6.4) VRT(6.0)
AR (10.2) DDC(1.4)

(1,<qc,view>) VRL(6.2) VRT(2.6)
AR (3.6) DDC(0.0)

VRL(7.4) VRT(2.0)
AR (5.6) DDC(0.0)

VRL(4.5) VRT(2.0)
AR (4.4) DDC(0.0)

(4,p_signature) VRL(7.4) VRT(1.0)
AR (5.9) DDC(0.0)

VRL(8.7) VRT(2.8)
AR (6.0) DDC(0.0)

VRL(7.4) VRT(3.0)
AR (5.1) DDC(0.0)

(1,<qc,signature>) VRL(5.4) VRT(2.6)
AR (6.3) DDC(0.0)

VRL(6.0) VRT(3.0)
AR (6.6) DDC(0.0)

VRL(6.0) VRT(1.2)
AR (6.7) DDC(0.0)

(5,view) VRL(4.5) VRT(2.3)
AR (9.1) DDC(0.0)

VRL(71.2) VRT(82.7)

AR (14.7) DDC(7.7)

VRL(72.1) VRT(83.3)

AR (16.5) DDC(2.2)

(2,view) VRL(4.5) VRT(2.2)
AR (6.7) DDC(0.0)

VRL(4.5) VRT(0.0)
AR (7.7) DDC(0.0)

VRL(3.1) VRT(1.5)
AR (5.6) DDC(0.0)

(5,<qc,view>) VRL(1.0) VRT(6.2)
AR (6.8) DDC(0.0)

VRL(78.0) VRT(83.5)

AR (14.7) DDC(0.0)

VRL(78.0) VRT(83.5)

AR (16.6) DDC(1.5)

(2,block) VRL(6.0) VRT(0.2)
AR (6.2) DDC(0.0)

VRL(7.4) VRT(1.0)
AR (6.3) DDC(0.0)

VRL(8.7) VRT(1.8)
AR (7.4) DDC(0.0)

(5,<qc,signature>) VRL(2.2) VRT(8.6)
AR (6.8) DDC(0.0)

VRL(79.7) VRT(83.5)

AR (13.7) DDC(0.0)

VRL(78.0) VRT(83.5)

AR (16.7) DDC(0.0)

(2,p_signature) VRL(6.0) VRT(1.0)
AR (7.7) DDC(0.0)

VRL(7.4) VRT(2.6)
AR (9.2) DDC(0.0)

VRL(1.0) VRT(1.5)
AR (8.5) DDC(0.0)

(6,view) VRL(0.0) VRT(2.3)
AR (7.3) DDC(0.0)

VRL(0.5) VRT(3.3)
AR (6.4) DDC(0.0)

VRL(1.2) VRT(3.5)
AR (3.1) DDC(0.0)

(3,view) VRL(8.7) VRT(1.0)
AR (6.5) DDC(0.0)

VRL(80.6) VRT(85.1)

AR (15.7) DDC(0.0)

VRL(80.3) VRT(85.1)

AR (12.2) DDC(0.0)
(6,block) VRL(2.2) VRT(4.9)

AR (2.7) DDC(1.3)
VRL(1.3) VRT(3.5)
AR (4.4) DDC(0.0)

VRL(0.0) VRT(3.6)
AR (7.3) DDC(0.0)

(3,<qc,view>) VRL(3.1) VRT(1.2)
AR (2.6) DDC(0.0)

VRL(80.2) VRT(86.6)

AR (10.2) DDC(3.1)

VRL(79.5) VRT(84.3)

AR (10.1) DDC(1.5)
(6,p_signature) VRL(1.3) VRT(6.6)

AR (5.1) DDC(0.0)
VRL(0.0) VRT(6.4)
AR (4.5) DDC(0.0)

VRL(0.0) VRT(6.2)
AR (4.1) DDC(1.3)

(3,<qc,signature>) VRL(4.5) VRT(6.2)
AR (5.0) DDC(0.0)

VRL(82.2) VRT(86.6)

AR (22.0) DDC(3.3)

VRL(83.3) VRT(84.7)

AR (11.9) DDC(1.0)

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; (1, A): indicates that field A of
phase 1 is forged.
Table 4
The testing results of Ambiguous malicious behavior on the Chained-HotStuff (Leader-fault).

Chained-Hotstuff

LeaderAmbiguous
(number of replicas)

LeaderAmbiguous
(number of nodes)

1 2 3 1 2 3

(1,view) VRL(22.1) VRT(89.4)

AR (3.4) DDC(4.5)

VRL(4.5) VRT(89.8)

AR (10.8) DDC(18.2)

VRL(18.2) VRT(90.4)

AR (10.2) DDC(5.0)
(2,view) VRL(2.8) VRT(11.9)

AR (6.3) DDC(0.0)
VRL(2.1) VRT(15.9)
AR (7.7) DDC(0.0)

VRL(4.1) VRT(14.9)
AR (9.6) DDC(0.6)

(1,block) VRL(0.0) VRT(88.9)

AR (3.3) DDC(3.6)

VRL(32.2) VRT(89.9)

AR (12.1) DDC(4.3)

VRL(45.5) VRT(90.1)

AR (12.5) DDC(5.5)
(2,block) VRL(7.9) VRT(10.8)

AR (14.6) DDC(0.0)
VRL(7.3) VRT(16.3)
AR (11.8) DDC(0.0)

VRL(4.4) VRT(16.3)
AR (8.6) DDC(0.0)

(1,<qc,view>) VRL(28.2) VRT(89.5)

AR (5.0) DDC(0.0)

VRL(68.9) VRT(90.1)

AR (15.0) DDC(4.5)

VRL(55.1) VRT(89.4)

AR (15.8) DDC(0.0)
(2,p_signature) VRL(2.1) VRT(12.3)

AR (5.1) DDC(0.6)
VRL(3.4) VRT(11.8)
AR (7.3) DDC(0.0)

VRL(12.5) VRT(18.2)
AR (10.0) DDC(0.0)

(1,<qc,signature>) VRL(38.1) VRT(87.7)

AR (11.1) DDC(9.1)

VRL(68.3) VRT(88.2)

AR (20.0) DDC(15.4)

VRL(53.8) VRT(89.5)

AR (20.4) DDC(16.0)

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; (1, A): indicates that field A of
phase 1 is forged.
Table 5
The testing results of the impact of Delay, Duplicate and FeignDeath malicious behaviors on the PBFT (Replica-fault).

PBFT

1 malicious replica
(Phase number)

2 malicious replica
(Phase number)

3 malicious replica
(Phase number)

1 2 3 1 2 3 1 2 3

Delay
(50ms)

VRL(0.0)
VRT(23.4)
AR (4.6)
DDC(0.0)

VRL(0.0)
VRT(21.7)
AR (2.4)
DDC(1.2)

VRL(4.0)
VRT(25.8)
AR (7.3)
DDC(0.0)

VRL(4.0)
VRT(24.3)
AR (4.3)
DDC(0.0)

VRL(48.9)

VRT(53.7)

AR (44.8)
DDC(0.0)

VRL(54.7)

VRT(53.7)

AR (37.7)
DDC(0.0)

VRL(4.7)
VRT(27.4)
AR (4.5)
DDC(1.3)

VRL(46.7)

VRT(52.2)

AR (43.0)
DDC(0.0)

VRL(55.0)

VRT(54.6)

AR (48.4)
DDC(0.0)

Duplicate

VRL(4.2)
VRT(28.3)
AR (6.8)
DDC(1.3)

VRL(4.2)
VRT(22.4)
AR (5.1)
DDC(0.0)

VRL(4.2)
VRT(21.4)
AR (6.2)
DDC(0.0)

VRL(4.2)
VRT(24.3)
AR (6.1)
DDC(3.7)

VRL(4.2)
VRT(26.4)
AR (6.3)
DDC(0.0)

VRL(6.0)
VRT(27.1)
AR (9.5)
DDC(0.0)

VRL(11.9)
VRT(31.4)
AR (13.5)
DDC(0.0)

VRL(8.0)
VRT(25.5)
AR (12.6)
DDC(1.2)

VRL(11.5)
VRT(29.7)
AR (14.5)
DDC(0.0)

FeignDeath

VRL(0.0)
VRT(2.3)
AR (2.3)
DDC(0.4)

VRL(12.2)
VRT(22.4)
AR (6.1)
DDC(1.4)

VRL(0.0)
VRT(11.2)
AR (2.7)
DDC(2.7)

VRL(7.1)
VRT(12.1)
AR (9.6)
DDC(0.8)

C C

VRL(0.0)
VRT(10.3)
AR (6.3)
DDC(0.4)

C C

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; C: indicates that the system crashes.
12
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Fig. 10. The values of security indexes for the Chained-HotStuff protocol under the
cenario of ‘‘Ambiguous’’ malicious behavior triggered by leader.

Malicious scenarios of replica-fault. We set the attack intensity of
alicious behavior to trigger every 10 ms to simulate the scenario of
eplica-fault for three protocols.

Table 5 shows that the experimental results of the malicious behav-
ors of Delay (Replica), Duplicate (Replica), and FeignDeath (Replica)
n PBFT. For the Delay malicious behavior, injecting the behavior in
hases 2 and 3 of PBFT will increase the VRL, VRT, and AR indicators
hen the number of malicious Replicas in the PBFT protocol is greater

han or equal to 2; while it remains normal in all three phases when the
umber of malicious Replicas in the PBFT protocol is 1. The Duplicate
alicious behavior has no effect on PBFT in any scenario. For the

eignDeath malicious behavior, injecting the behavior in phases 2 and
of PBFT will cause system crashes when the number of malicious

eplicas in the PBFT protocol is greater than or equal to 2; while
t remains normal in all three phases when the number of malicious
eplicas in the PBFT protocol is 1. In Fig. 11(a), it is evident that under
uplicate behavior, these values remain stable. However, for Delay and
eignDeath behaviors, the VRL, VRT, and AR values show a notable
ncrease in phases 2 and 3 after malicious replicas reach 2 or more. This
ndicates that these malicious scenarios will affect the normal execution
f PBFT.

Table 6 shows that the experimental results of the malicious behav-
ors of Delay (Replica), Duplicate (Replica), and FeignDeath (Replica)
n Basic-HotStuff. For the Delay malicious behavior, injecting the
ehavior in phases 2, 4, and 6 of Basic-HotStuff will increase the
RL, VRT, and AR indicators when the number of malicious Replicas

n the Basic-HotStuff protocol is greater than or equal to 2; while it
emains normal in all six phases when the number of malicious Replicas
n the Basic-HotStuff protocol is 1. The Duplicate malicious behavior
as no effect on Basic-HotStuff in any scenario. For the FeignDeath
alicious behavior, injecting the behavior in phases 2, 4, and 6 of

he Basic-HotStuff protocol will cause system crashes when the number
f malicious Replicas in the Basic-HotStuff protocol is greater than or
qual to 2; while it remains normal in all six phases when the number
f malicious Replicas in Basic-HotStuff is 1. In Fig. 11(b), it is evident
hat under the duplicate behavior, these values remain stable. However,
nder the Delay and FeignDeath behaviors, there is a significant impact
n phases 2, 4, and 6 when the number of malicious replicas is greater
han or equal to 2.
13
Fig. 11. The values of security indexes for three protocols under the scenarios of
‘‘Delay’’, ‘‘Duplicate’’, and ‘‘FeignDeath’’ by replica.

Table 7 shows the experimental results of malicious behaviors
Delay (Replica), Duplicate (Replica), and FeignDeath (Replica) on
Chained-HotStuff. Regarding Delay behavior, when the number of
malicious Replicas in the Chained-HotStuff protocol is greater than or
equal to 2, injecting malicious behavior in its phase 2 will increase the
values of VRL, VRT, and AR indicators. Interestingly, when the number
of malicious Replicas in the Basic-HotStuff protocol is 1, it can be
observed that injecting malicious behavior in its phase 2 also increases
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Table 6
The testing results of the impact of Delay, Duplicate and FeignDeath malicious behaviors on the Basic-HotStuff (Replica-fault).

Basic-Hotstuff

1 malicious replica
(Phase number)

2 malicious replica
(Phase number)

3 malicious replica
(Phase number)

1 2 1 2 1 2

Delay
(50ms)

VRL(0.0) VRT(12.9)
AR (0.3) DDC(0.0)

VRL(0.0) VRT(11.0)
AR (10.3) DDC(0.0)

VRL(1.9) VRT(16.5)
AR (8.8) DDC(0.0)

VRL(11.7) VRT(48.8)
AR (16.6) DDC(0.0)

VRL(13.1) VRT(18.8)
AR (14.4) DDC(0.0)

VRL(45.4) VRT(47.1)

AR (79.4) DDC(0.0)

Duplicate VRL(4.9) VRT(19.5)
AR (4.0) DDC(0.0)

VRL(6.5) VRT(20.5)
AR (3.2) DDC(1.6)

VRL(7.9) VRT(16.2)
AR (13.9) DDC(0.0)

VRL(9.4) VRT(16.9)
AR (12.1) DDC(0.0)

VRL(7.9) VRT(14.3)
AR (13.6) DDC(0.0)

VRL(10.8) VRT(20.8)
AR (18.0) DDC(0.0)

FeignDeath VRL(4.8) VRT(7.5)
AR (4.3) DDC(0.0)

VRL(0.0) VRT(24.6)
AR (0.7) DDC(0.0)

VRL(1.6) VRT(25.4)
AR (1.2) DDC(0.0) C VRL(3.1) VRT(25.4)

AR (4.6) DDC(0.0) C

3 4 3 4 3 4

Delay
(50ms)

VRL(1.9) VRT(17.6)
AR (3.2) DDC(0.0)

VRL(1.9) VRT(21.8)
AR (11.2) DDC(0.0)

VRL(1.9) VRT(9.4)
AR (6.1) DDC(0.0)

VRL(29.3) VRT(41.2)

AR (51.5) DDC(0.0)
VRL(14.5) VRT(21.2)
AR (18.2) DDC(0.0)

VRL(46.5) VRT(47.1)

AR (76.6) DDC(0.0)

Duplicate VRL(4.9) VRT(11.7)
AR (1.1) DDC(0.0)

VRL(4.9) VRT(14.3)
AR (8.3) DDC(0.0)

VRL(7.9) VRT(16.9)
AR (10.1) DDC(0.0)

VRL(6.5) VRT(13.6)
AR (3.3) DDC(0.0)

VRL(4.9) VRT(15.6)
AR (8.4) DDC(0.0)

VRL(6.5) VRT(15.6)
AR (6.5) DDC(0.0)

FeignDeath VRL(3.2) VRT(26.2)
AR (4.9) DDC(0.0)

VRL(0.0) VRT(24.6)
AR (5.3) DDC(0.0)

VRL(3.2) VRT(26.2)
AR (4.4) DDC(0.0) C VRL(3.0) VRT(25.4)

AR (7.9) DDC(0.0) C

5 6 5 6 5 6

Delay
(50ms)

VRL(7.0) VRT(22.4)
AR (10.6) DDC(0.0)

VRL(7.2) VRT(38.8)
AR (20.6) DDC(0.0)

VRL(11.7) VRT(18.8)
AR (17.7) DDC(0.0)

VRL(36.9) VRT(47.1)

AR (55.5) DDC(0.0)
VRL(14.5) VRT(20.0)
AR (18.0) DDC(0.0)

VRL(47.0) VRT(48.2)

AR (72.7) DDC(0.0)

Duplicate VRL(6.5) VRT(14.3)
AR (7.9) DDC(0.0)

VRL(6.5) VRT(15.6)
AR (5.3) DDC(0.0)

VRL(6.5) VRT(15.6)
AR (6.5) DDC(0.0)

VRL(6.5) VRT(15.6)
AR (7.6) DDC(0.0)

VRL(7.9) VRT(13.0)
AR (7.8) DDC(0.0)

VRL(10.8) VRT(19.5)
AR (1.9) DDC(0.0)

FeignDeath VRL(3.2) VRT(26.9)
AR (2.3) DDC(0.0)

VRL(0.0) VRT(23.1)
AR (2.7) DDC(0.0)

VRL(3.2) VRT(25.4)
AR (3.8) DDC(0.0) C VRL(3.2) VRT(24.8)

AR (5.8) DDC(0.0) C

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; C: indicates that the system
crashes.
s
V

he values of VRL, VRT, and AR indicators in Fig. 11(c). Through our
n-depth analysis, due to the high-frequency View-Change process of
hained-HotStuff, the probability of malicious Replica being selected
s the Leader is high. When this Replica is selected as the Leader
f the next round, it may still be performing Delay behavior, thus
locking the execution of the next round of consensus. Additionally,
ther scenarios of Delay behavior remain normal in Chained-HotStuff.
egarding Duplicate behavior, any malicious scenario has no effect
n Chained-HotStuff. For FeignDeath behavior, when the number of
alicious Replicas in the Chained-HotStuff protocol is greater than or

qual to 2, injecting malicious behavior in its phase 2 will result in
ystem crash. However, when the number of malicious Replicas in the
hained-HotStuff protocol is 1, it remains normal in its phase 1. In
hese malicious scenarios, the DDC indicator of Chained-HotStuff is not
ffected abnormally.

Table 8 shows the experimental results of Conspire (Replica) mali-
ious behavior on PBFT. When there is only 1 malicious replica in the
BFT protocol, it does not have a significant impact on its 4 indicators.
hen there are 2 malicious replicas in the PBFT protocol, conspiring to

orge any field of messages in phases 2 and 3 will cause the system to
rash, while having no significant impact in phase 1. When there are 3
alicious replicas in the PBFT protocol, the DDC indicator will increase

ignificantly in phases 2 and 3, but it will not cause the system to crash
ecause the 3 malicious replicas reached consensus and dominated the
onsensus result of the protocol. The aforementioned phenomenon is
ore intuitively demonstrated in Fig. 12.

Table 9 shows the experimental results of Conspire (Replica) mali-
ious behavior on Basic-HotStuff. When there is 1 malicious replica in
he Basic-HotStuff protocol, conspiring to forge messages on the view,
lock, ⟨𝑞𝑐, 𝑣𝑖𝑒𝑤⟩, and ⟨𝑞𝑐, 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒⟩ fields in phases 1, 3, and 5 will

not have a significant impact, while there will be a small increase in
VRL, VRT, and AR indicators in phases 2, 4, and 6. When there are
2 malicious replicas in the Basic-HotStuff protocol, it will cause the
system to crash in phases 2 and 3, but it will not have a significant
impact in phase 1. When there are 3 malicious replicas in the Basic-
14

HotStuff protocol, it will cause the system to crash in phases 2 and i
Fig. 12. The values of security indexes for the PBFT protocol under the scenarios of
‘‘Conspire’’ by replica.

3, but it will not have a significant impact in phase 1. Compared to
PBFT, these malicious scenarios will not disrupt the consistency of
Basic-HotStuff (i.e., DDC indicators are not affected). The significant
impact of phase 2 and 3 when malicious replicas are greater than or
equal to 2 is clearly illustrated in Fig. 13(a).

Table 10 shows the experimental results of Conspire (Replica) mali-
cious behavior on Chained-HotStuff protocol. When there is 1 malicious
Replica in the Chained-HotStuff protocol, colluding forgery of the view,
block, ⟨𝑞𝑐, 𝑣𝑖𝑒𝑤⟩, and ⟨𝑞𝑐, 𝑠𝑖𝑔𝑛𝑎𝑡𝑢𝑟𝑒⟩ fields in phase 1 will not have a
ignificant impact on it, while there will be a slight increase in VRL,
RT, and AR indicators in phase 2. When there are 2 malicious Replicas

n the Chained-HotStuff protocol, the system will crash in phase 2,



Computer Networks 249 (2024) 110404J. Wang et al.
Table 7
The testing results of the impact of Delay, Duplicate and FeignDeath malicious behaviors on the Chained-HotStuff (Replica-fault).

Chained-Hotstuff

1 malicious replica
(Phase number)

2 malicious replica
(Phase number)

3 malicious replica
(Phase number)

1 2 1 2 1 2

Delay
(50ms)

VRL(0.7) VRT(15.2)
AR (4.7) DDC(0.8)

VRL(39.7) VRT(48.8)

AR (68.2) DDC(1.4)
VRL(3.5) VRT(17.0)
AR (4.6) DDC(0.0)

VRL(52.7) VRT(60.3)

AR (62.9) DDC(1.8)
VRL(5.5) VRT(18.9)
AR (9.9) DDC(0.0)

VRL(57.1) VRT(63.5)

AR (60.7) DDC(1.9)

Duplicate VRL(2.3) VRT(17.1)
AR (4.1) DDC(0.0)

VRL(5.0) VRT(24.6)
AR (5.9) DDC(0.0)

VRL(2.1) VRT(17.6)
AR (11.2) DDC(0.0)

VRL(9.6) VRT(35.5)
AR (15.6) DDC(0.8)

VRL(8.3) VRT(26.5)
AR (5.1) DDC(0.0)

VRL(11.0) VRT(38.6)

AR (28.6) DDC(0.0)

FeignDeath VRL(6.7) VRT(14.5)
AR (6.7) DDC(0.5)

VRL(0.0) VRT(7.3)
AR (4.6) DDC(0.0)

VRL(6.7) VRT(12.8)
AR (8.8) DDC(0.0) C VRL(6.7) VRT(12.9)

AR (8.9) DDC(0.5) C

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; C: indicates that the system
crashes.
Table 8
The testing results of Conspire malicious behavior on the PBFT (Replica-fault).

PBFT

ReplicaConspire
(number of replicas)

ReplicaConspire
(number of replicas)

1 2 3 1 2 3

(1,view) VRL(3.6) VRT(17.9)
AR(6.2) DDC(0.0)

VRL(3.6) VRT(18.9)
AR(2.8) DDC(1.9)

VRL(6.9) VRT(19.7)
AR(5.0) DDC(1.9) (2,signature) VRL(6.9) VRT(63.2)

AR(8.3) DDC(4.6)
C

VRL(78.2) VRT(86.2)

AR(23.1) DDC(77.6)

(1,m hash) VRL(3.6) VRT(18.3)
AR(3.9) DDC(0.0)

VRL(6.9) VRT(18.5)
AR(6.2) DDC(0.0)

VRL(10.0) VRT(22.7)
AR(4.3) DDC(0.0) (3,view) VRL(18.2) VRT(27.7)

AR(15.6) DDC(2.4) C
VRL(46.0) VRT(75.3)

AR(12.0) DDC(67.2)

(1,signature) VRL(6.9) VRT(19.7)
AR(5.9) DDC(0.0)

VRL(10.0) VRT(21.5)
AR(4.0) DDC(0.0)

VRL(10.0) VRT(19.9)
AR(4.1) DDC(0.6) (3,m hash) VRL(15.6) VRT(25.0)

AR(15.9) DDC(3.8) C
VRL(22.9) VRT(68.1)

AR(12.0) DDC(66.7)

(2,view) VRL(12.9) VRT(56.8)
AR(8.7) DDC(0.0) C

VRL(83.0) VRT(86.6)

AR(24.5) DDC(78.4)
(3,signature) VRL(15.6) VRT(26.4)

AR(12.1) DDC(3.9) C
VRL(68.2) VRT(75.4)

AR(23.2) DDC(74.7)

(2,m hash) VRL(6.9) VRT(62.0)
AR(11.7) DDC(0.0)

C
VRL(73.7) VRT(89.6)

AR(27.2) DDC(79.8)

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; C: indicates that the system crashes;
(1, A): indicates that field A of phase 1 is forged.
Table 9
The testing results of Conspire malicious behavior on the Basic-HotStuff (Replica-fault).

Basic-Hotstuff

ReplicaConspire (number of malicious replicas) ReplicaConspire (number of malicious replicas)

1 2 3 1 2 3

(1,view) VRL(1.6) VRT(16.2)
AR (6.0) DDC(0.0)

VRL(1.6) VRT(17.2)
AR (7.0) DDC(0.0)

VRL(2.0) VRT(18.3)
AR (5.8) DDC(0.0)

(4,view) VRL(6.2) VRT(21.5)
AR (13.8) DDC(0.0)

C C

(1,block) VRL(1.6) VRT(18.3)
AR (7.1) DDC(0.0)

VRL(3.2) VRT(20.4)
AR (5.0) DDC(0.0)

VRL(3.2) VRT(17.4)
AR (8.2) DDC(0.0)

(4,block) VRL(7.7) VRT(23.6)
AR (17.1) DDC(0.0)

C C

(1,<qc,view>) VRL(0.0) VRT(15.1)
AR (3.4) DDC(0.0)

VRL(1.6) VRT(17.2)
AR (4.8) DDC(0.0)

VRL(6.2) VRT(22.5)
AR (6.6) DDC(0.0)

(4,p_signature) VRL(9.1) VRT(23.6)
AR (17.3) DDC(0.0)

C C

(1,<qc,signature>) VRL(1.6) VRT(17.2)
AR (7.3) DDC(0.0)

VRL(1.6) VRT(17.0)
AR (3.5) DDC(0.0)

VRL(3.2) VRT(17.3)
AR (8.7) DDC(0.0)

(5,view) VRL(7.7) VRT(23.6)
AR (5.6) DDC(0.0)

VRL(4.8) VRT(21.6)
AR (6.7) DDC(0.1)

VRL(7.7) VRT(26.8)
AR (9.3) DDC(2.2)

(2,view) VRL(3.2) VRT(18.3)
AR (5.0) DDC(0.0)

C C (5,<qc,view>) VRL(6.2) VRT(23.6)
AR (7.6) DDC(0.0)

VRL(6.2) VRT(23.6)
AR (12.5) DDC(0.0)

VRL(7.7) VRT(25.7)
AR (10.0) DDC(1.5)

(2,block) VRL(11.8) VRT(23.6)
AR (17.1) DDC(0.0)

C C (5,<qc,signature>) VRL(6.2) VRT(22.5)
AR (12.8) DDC(0.0)

VRL(6.2) VRT(21.5)
AR (11.3) DDC(0.0)

VRL(7.7) VRT(22.5)
AR (10.6) DDC(0.0)

(2,p_signature) VRL(10.4) VRT(26.8)
AR (14.1) DDC(0.0)

C C (6,view) VRL(6.2) VRT(22.5)
AR (8.5) DDC(0.0)

C C

(3,view) VRL(6.2) VRT(22.3)
AR (8.2) DDC(0.0)

VRL(6.2) VRT(21.5)
AR (10.0) DDC(0.0)

VRL(9.1) VRT(21.5)
AR (9.7) DDC(0.0)

(6,block) VRL(9.1) VRT(26.5)
AR (10.8) DDC(1.3)

C C

(3,<qc,view>) VRL(6.2) VRT(22.3)
AR (14.6) DDC(0.0)

VRL(6.2) VRT(23.6)
AR (13.0) DDC(3.1)

VRL(7.7) VRT(23.6)
AR (10.8) DDC(1.5)

(6,p_signature) VRL(7.7) VRT(21.5)
AR (10.8) DDC(0.0)

C C

(3,<qc,signature>) VRL(7.7) VRT(23.6)
AR (11.8) DDC(0.0)

VRL(7.7) VRT(22.3)
AR (10.3) DDC(3.3)

VRL(9.1) VRT(23.6)
AR (12.1) DDC(1.0)

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; C: indicates that the system crashes; (1, A): indicates that field A of phase 1 is
forged.
while there will be no significant impact in phase 1. When there are
3 malicious Replicas in the Chained-HotStuff protocol, the system will
also crash in phase 2, while there will be no significant impact in
phase 1. After the malicious replicas reach two or more, the crashes
15
in the second phase are clearly evident in Fig. 13(b). Similar to Basic-

HotStuff, these malicious scenarios will not undermine the consistency

of Chained-HotStuff (i.e., DDC indicator is not affected).
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Table 10
The testing results of Conspire malicious behavior on the Chained-HotStuff (Replica-fault).

Chained-Hotstuff

ReplicaConspire
(number of replicas)

ReplicaConspire
(number of replicas)

ReplicaConspire
(number of replicas)

ReplicaConspire
(number of replicas)

ReplicaConspire
(number of replicas)

ReplicaConspire
(number of replicas)

1 2 3 1 2 3

(1,view) VRL(3.5) VRT(14.7)
AR (2.6) DDC(0.0)

VRL(3.0) VRT(13.6)
AR (1.2) DDC(0.0)

VRL(4.0) VRT(16.7)
AR (4.6) DDC(0.0)

(2,view) VRL(5.9) VRT(16.1)
AR (3.9) DDC(0.0)

C C

(1,block) VRL(3.5) VRT(15.8)
AR (2.6) DDC(0.0)

VRL(1.5) VRT(16.4)
AR (2.6) DDC(0.0)

VRL(4.0) VRT(15.6)
AR (1.3) DDC(1.4)

(2,block) VRL(11.9) VRT(22.2)
AR (2.5) DDC(0.0)

C C

(1,<qc,view>) VRL(2.5) VRT(14.4)
AR (2.6) DDC(1.3)

VRL(4.0) VRT(18.9)
AR (2.7) DDC(0.0)

VRL(3.0) VRT(16.7)
AR (2.6) DDC(0.0)

(2,p_signature) VRL(11.9) VRT(24.4)
AR (6.2) DDC(0.0)

C C

(1,<qc,signature>) VRL(3.0) VRT(14.4)
AR (1.2) DDC(0.0)

VRL(5.0) VRT(20.6)
AR (2.4) DDC(0.0)

VRL(3.5) VRT(15.6)
AR (2.6) DDC(0.0)

VRL: Mean latency variation rate; VRT: Mean throughput variation rate; AR: Abnormal latency rate; DDC: Consistency disruption degree; C: indicates that the system crashes; (1, A): indicates that field A of
phase 1 is forged.
Fig. 13. The values of security indexes for three protocols under the scenarios of ‘‘Delay’’, ‘‘Duplicate’’, and ‘‘FeignDeath’’ by replica.
Our experimental results indicate that the BFTDiagnosis framework
exhibits significant advantages and potential in conducting security
testing of BFT protocols. Through testing various protocols such as
PBFT, Basic-HotStuff, and Chained-HotStuff, we found that this frame-
work can effectively simulate various malicious behavior scenarios
and comprehensively evaluate the performance of protocols using four
quantified security indicators.

4.4. Analysis of security quantification indicators

The Analyzer in BFTDiagnosis is capable of collecting consensus
data from each consensus node. With this data, it can calculate the
average latency of the consensus process in the absence of malicious
behavior, as well as the latency for each consensus request to complete
the process in the presence of malicious behavior. When consensus
nodes in the network exhibit malicious behavior, honest nodes may
fail to process messages at normal speeds, leading to delays or message
loss during the consensus process. These delays or losses can impact
the efficiency of the entire consensus network and prolong the time
to achieve consensus. Therefore, the abnormal latency rate effectively
reflects the proportion of consensus processes experiencing abnormal
delays in malicious scenarios, thereby indicating the impact of mali-
cious behavior on protocol latency. A higher abnormal latency rate may
suggest a greater influence of corresponding malicious behavior on the
entire consensus network.
16
Furthermore, the average latency variation rate measures the degree
of change in average latency during the consensus process in malicious
scenarios compared to normal conditions, thus evaluating the impact
of malicious behavior on consensus process latency. A higher average
latency variation rate typically indicates greater latency fluctuations
during the consensus process in malicious scenarios, which may ad-
versely affect the performance and stability of the entire consensus
network.

On the other hand, the throughput in the consensus process un-
der normal conditions refers to the average number of messages or
transactions that consensus nodes can process in a healthy state. When
malicious behavior occurs, honest consensus nodes may fail to process
messages at normal speeds, resulting in reduced throughput. There-
fore, the throughput variation rate measures the degree of change
in throughput during the consensus process in malicious scenarios,
thereby evaluating the impact of malicious behavior on consensus pro-
cess throughput. A higher throughput variation rate usually indicates
greater fluctuations in throughput during the consensus process in
malicious scenarios.

The degree of consistency disruption reflects the protocol’s resis-
tance to malicious behavior by consensus nodes. A lower degree of
consistency disruption implies that the system can maintain a higher
level of consistency when facing abnormal situations, indicating greater
robustness. Quantitative analysis of inconsistencies generated during
the consensus process enables a more accurate assessment of the per-

formance and stability of the consensus protocol.



Computer Networks 249 (2024) 110404J. Wang et al.

F
A

4

a
w

t
i
A
o
a
a
C
H
s
B
a
s

s
s
F
q
t
o
n
t
i

5

p

5

P
i
B
n
P
t
c
A

Table 11
Multidimensional comparison of BFTDiagnosis with 9 related techniques.

Technology
method

Performance testing Malicious scenario simulation Fault
localization

Security
quantification

Testing
subjects

CPU RAM Latency Throughput Delay Duplicate FeignDeath Ambiguous Conspire

Twins [14] Simulation ✗ ✗ ✗ ✗ ✔ ✔ ✔ ✔ ✗ ✗ ✗ Diem

Fluffy [15] Fuzzing ✗ ✗ ✗ ✗ ✔ ✔ ✔ ✔ ✗ ✗ ✗ Ethereum

LOKI [16] Fuzzing ✗ ✗ ✗ ✗ ✔ ✔ ✔ ✔ ✗ ✗ ✗ Most
Blockchain

Hyperledger
Caliper [11]

Adapter ✔ ✔ ✔ ✔ ✗ ✗ ✗ ✗ ✗ ✗ ✗ Hyperledger
Ethereum

HyperBench
[12]

Adapter ✔ ✔ ✔ ✔ ✗ ✗ ✗ ✗ ✗ ✗ ✗ Hyperledger
Ethereum

BFT-SMaRt
[13]

Simulation ✔ ✔ ✔ ✔ ✗ ✗ ✗ ✗ ✗ ✗ ✗ BFT

Delphi-BFT
[19]

Simulation ✔ ✔ ✔ ✔ ✗ ✗ ✗ ✗ ✗ ✗ ✗ BFT

BFT-Bench [18] Simulation ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✗ ✗ ✗ ✗ BFT

Tool [17] Simulation ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✗ ✗ ✗ ✗ BFT

BFTDiagnosis Adapter
Simulation

✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ BFT

Simulation: Provides the basic components of the scenario and detects them through simulation;
uzzing: Security detection based on fuzzy testing;
dapter: Common interfaces are exposed to the outside world and detected by means of adaptation.
.5. Comparison of existing relevant technologies

To emphasize the advantages of BFTDiagnosis, we collected and
nalyzed nine other relevant technologies and tools, comparing them
ith BFTDiagnosis.

As shown in the Table 11, Twins, Fluffy, and LOKI are security
esting methods for blockchain systems, supporting malicious behav-
or scenarios such as Delay, Duplicate, Feign Death, and Ambiguous.
mong them, Twins employs simulation, while Fluffy and LOKI rely
n fuzz testing methods. Overall, LOKI outperforms Twins and Fluffy,
s it can test the security of most blockchain systems, whereas Twins
nd Fluffy are limited to Diem and Ethereum, respectively. Hyperledger
aliper and HyperBench are primarily used for performance testing of
yperledger blockchain systems and Ethereum, adapting to test metrics

uch as CPU, RAM, latency, and throughput. BFT-SMaRt and Delphi-
FT employ simulation methods for testing BFT protocols. BFT-Bench
nd Tool use simulation to test BFT protocols and simulate malicious
cenarios, supporting behaviors like Delay, Duplicate, and Feign Death.

Our BFTDiagnosis framework can perform performance testing and
imulate malicious scenarios for BFT protocols using adaptation or
imulation methods, supporting behaviors such as Delay, Duplicate,
eign Death, Ambiguous, and Conspire. Additionally, BFTDiagnosis
uantifies the security of BFT protocols, reflecting protocol execution
hrough four security metrics and pinpointing fault locations based
n the triggering phase of malicious behavior. Compared to the other
ine technologies and tools, BFTDiagnosis offers a more comprehensive
esting scenario for BFT protocols, making it more practical. However,
ts scope of applicability is relatively weaker compared to LOKI.

. Discussion

In this section, we discuss BFTDiagnosis in terms of its universality,
racticality, and scalability, and summarize its limitations.

.1. The universality of BFTDiagnosis

To adapt to various BFT protocols, we design and develop the
rotocol Actuator in BFTDiagnosis. For users, the Protocol Actuator
s a highly flexible component that allows them to implement various
FT protocols with a Primary-Backup structure based on the inherent
etwork communication module and key management module in the
rotocol Actuator. Furthermore, the Protocol Actuator does not restrict
he core logic of BFT protocols, and users only need to supplement the
ore logic of protocols based on the external interfaces of the Protocol
ctuator. Therefore, BFTDiagnosis is universal for BFT protocols.
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5.2. The practicality of BFTDiagnosis

BFTDiagnosis achieves the synchronization of BFT protocol de-
velopment and security testing processes. During the actual protocol
development, different coding approaches can lead to various run-
ning problems. BFTDiagnosis provides an intuitive presentation of
the security indicator values, which enables the determination of the
source of problems based on these indicators. Interestingly, during
the implementation of PBFT, Basic-HotStuff, and Chained-HotStuff pro-
tocols, we unexpectedly discovered issues that needed attention in
the Chained-HotStuff protocol’s code implementation. Specifically, the
Chained-HotStuff’s Generic message contains nested logic of QC, and
as the consensus round increases, the size of the Generic message also
increases. This leads to memory overflow when the consensus round
reaches a certain quantity. Therefore, it is necessary to clear the old
QC in the Generic message or generate a fixed-size verification tag for
the old QC. Moreover, although BFTDiagnosis is a security testing
framework for BFT protocol, it also supports performance testing for
BFT protocol. Therefore, BFTDiagnosis is very practical in the actual
application process of BFT protocol development.

5.3. The complexity of expanding malicious scenarios

Although BTFDiagnosis currently supports simulating various
malicious scenarios with 9 types of malicious behaviors, it still needs
the ability to extend to new malicious scenarios. With the method
proposed in this paper, we can easily add new node modes to support
more node behaviors, and add more control parameters in the node
modes to simulate more malicious scenarios, thereby testing potential
unknown attack methods. Therefore, BTFDiagnosis has a strong
extendibility to malicious scenarios.

5.4. Limitations

Despite the superior capabilities of BFTDiagnosis compared
to existing technologies, there are still some inevitable limitations.
Firstly, for emerging or insufficiently understood malicious behavior
patterns, BFTDiagnosis may struggle to accurately identify and
simulate them, potentially affecting the comprehensiveness and accu-
racy of test results. Secondly, BFTDiagnosis may not be suitable
for certain types of BFT protocols, especially those with non-standard
or highly customized designs, which may be incompatible with the
testing framework of BFTDiagnosis. Lastly, while BFTDiagnosis
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provides comprehensive security assessments at the protocol level, it
does not directly apply to security testing of blockchain systems, which
is a limitation that requires special attention.

6. Related work

6.1. BFT consensus protocols

Due to the continuous advancement of blockchain technology in
recent years, some consensus protocols based on BFT are also constantly
proposed and improved [27–29]. PBFT [4] is the first practical BFT
consensus protocol. However, when the number of nodes participating
in the consensus is too large, its communication complexity also in-
creases exponentially, so it is generally used in consensus networks with
few nodes. To reduce the communication complexity of PBFT, some
novel improved PBFT protocols are proposed, such as SBFT [5] and
BFT-SMART [13]. However, PBFT leadership switching still has signif-
icant performance problems. Tendermint [6] uses Gossip broadcast to
simplify the PBFT broadcast process, while Casper [30] combines the
idea of probabilistic consensus protocol PoS with the idea of BFT on the
basis of Tendermint, which enhances the security of the protocol and
greatly improves the leader mechanism. HotStuff [7,31,32] protocol
presents a three-stage QC proof, which has greater throughput com-
pared to PBFT and greatly reduces the complexity of leader handover.
In addition, many asynchronous BFT protocols have been proposed,
such as DLS [33], HoneyBadger [34], BEAT [35], and Dumbo [36–38].
However, asynchronous BFT protocols are still not mature enough to
be suitable for practice.

6.2. Blockchain testing

In recent years, researchers proposed a doze of performance testing
frameworks or tools for blockchain systems, such as Caliper [11], Hy-
perbench [12], EthereumTester [39], and others. Some recent research
also has testing frameworks or tools for blockchain. Blockbench [40],
the first evaluation framework for analyzing private chains, is a way
to fairly compare different blockchain platforms, allowing us to gain a
deeper understanding of different system design choices.

Several studies have proposed performance indicators for blockchain
systems, such as overall performance and detailed performance indica-
tors, to provide users with an accurate understanding of the perfor-
mance of different stages of the blockchain. One study [41] designed
a log-based performance monitoring framework with low overhead
and good scalability. Additionally, another study [42] developed a
method to evaluate the performance of consensus algorithms on private
blockchain platforms, specifically Ethereum and Hyperledger. Through
quantitative analysis of latency and throughput, the study obtained
performance evaluation results for consensus algorithms with different
transaction numbers. These experimental results provide quantitative
data support for further research on consensus algorithms.

6.3. Security analysis of BFT protocols

Although the BFT protocol is theoretically proved to be secure
when 𝑓 < 𝑁∕3[43] is satisfied, it is mentioned in some studies [44–
6] whether the BFT protocol can tolerate more Byzantine nodes.
ecently, Multi-Threshold BFT [24] proposed four fault thresholds for
ynchronous, asynchronous, and partially synchronous BFT protocols.
or the case that the security threshold of BFT protocol is exceeded,
FT Forensics [23] conducted a research on whether BFT protocol
upports Forensics, that is, in the case that the number of Byzantine
odes is greater than or equal to 𝑁∕3, the number of malicious copies

that each BFT protocols can identify is analyzed. In addition, Marco
Platania et al. [47] classify BFT protocols into server-side or client-
side, and theoretically analyze their security from the perspectives
of performance attacks and correctness attacks, providing guidance
18
for builders of BFT application systems in selecting appropriate BFT
protocols. Twins [14] is an automated unit test generator to detect
consistency conflicts in DiemBFT. Twins simulate attack scenarios by
creating a malicious node with the same identity as an honest node
and having that malicious node launch malicious behaviors. Newer BFT
protocols like sync-Hotstuff also fail to resist force-locking Attack [48].
Therefore, BFT protocol may still have some subtle security threats,
which will lead to security vulnerabilities in the process of protocol
design or protocol code implementation.

7. Conclusion and future works

In this work, we propose an automated security testing framework,
referred to as BFTDiagnosis, for Byzantine Fault Tolerant (BFT)
protocols. The framework consists of three components: the Controller,
the Protocol Actuator, and the Analyzer. BFTDiagnosis automates
the management and configuration of testing tasks through the Con-
troller. The protocol Actuator serves as a container for running BFT
protocols, driving the consensus nodes to initiate malicious behaviors
into the network using malicious node mode matching strategies and
triggering mechanisms to simulate various malicious scenarios. The
Analyzer collects node data during the testing process and outputs
four quantified security indicators. Experimental analysis shows ex-
cellent performance of BFTDiagnosis. Leveraging this framework,
we conduct security testing on PBFT, Basic-HotStuff, and Chained-
HotStuff, validating the effectiveness and rationality of the four security
quantification indicators proposed. Compared to existing technologies,
BFTDiagnosis offers broader coverage in testing scenarios.

In the future, we will extend and optimize BFTDiagnosis: (1) We
will extend it to support for asynchronous BFT protocols, which can
effectively explore the security issues of asynchronous BFT protocols
and provide a powerful auxiliary tool for the practical application
of asynchronous BFT protocols; (2) We will optimize the execution
performance of the BFTDiagnosis.
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Appendix. Abbreviation index

Symbol Explanation

R Consensus node role parameters: Leader or Replica
P Protocol stage parameters triggered by malicious

behavior
N Number of consensus nodes
𝑁r Number of malicious replicas
𝛥𝑇 Stable runtime parameter of the protocol, to prevent

abnormal data caused by instability in the early stages
of protocol execution

𝑇delay Delay time parameter under ’delay’ malicious behavior
FC Message spoofing parameter, indicating the

hierarchical index of message structure fields
𝑆a Ambiguous message quantity set under ’ambiguous’

malicious behavior
𝑀 ’𝑀 ’’ Forged malicious messages
REQ Consensus request identifier, used to differentiate

between different consensus requests
𝐶start The relevant data for consensus initiation output to the

analyzer, including the request identifier and the start
timestamp

𝐶end The relevant data for consensus initiation output to the
analyzer, including the request identifier and the end
timestamp

𝐶start
kj The consensus initiation data sent by consensus node

with ID j to analyzer with ID k
𝐶end

kj The consensus termination data sent by consensus
node with ID j to analyzer with ID k

𝑇𝑆start Timestamp of when the consensus request begins
consensus

𝑇𝑆end Timestamp of when the consensus request completes
consensus

𝐶𝑆start Set of timestamps of when consensus requests begin
consensus

𝐶𝑆end Set of timestamps of when consensus requests
complete consensus

Q Number of consensus requests
𝐿mean Average delay for consensus request completion
𝐿normal

mean Average delay for consensus request completion under
normal conditions

𝐿malicious
mean Average delay for consensus request completion under

malicious scenarios
𝑇mean Average throughput of the protocol
𝑇malicious

mean Average throughput of the protocol under malicious
scenarios

𝛥𝑇exec Execution time of the protocol
𝐴𝑅latency Abnormal delay rate, indicating the proportion of

consensus requests experiencing abnormal delay
over a period of time compared to all consensus
requests

𝑉 𝑅latency Average delay change rate, indicating the change in
average delay relative
to the situation without malicious behavior occurring
in consensus nodes

𝑉 𝑅throughput Throughput change rate, indicating the change in
throughput relative to
the situation without malicious behavior occurring in
consensus nodes

𝐷𝐷consistency Degree of consistency violation, indicating the
proportion of consensus requests that fail to achieve
consensus,
relative to all consensus requests. In the absence of
malicious behavior, this should be close to 0
(considering other factors such as network
environment leading to partial data loss)
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