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Recently, there is a surge in ransomware activities that encrypt users’ sensitive data and demand bitcoins for
ransom payments to conceal the criminal’s identity. It is crucial for regulatory agencies to identify as many
ransomware addresses as possible to accurately estimate the impact of these ransomware activities. However,
existing methods for detecting ransomware addresses rely primarily on time-consuming data collection and
clustering heuristics, and they face two major issues: (1) The features of an address itself are insufficient
to accurately represent its activity characteristics, and (2) the number of disclosed ransomware addresses
is extremely less than the number of unlabeled addresses. These issues lead to a significant number of ran-
somware addresses being undetected, resulting in a substantial underestimation of the impact of ransomware
activities.

To solve the above two issues, we propose an optimized ransomware address detection method based on
Bitcoin transaction relationships, named XRAD, to detect more ransomware addresses with high performance.
To address the first one, we present a cascade feature extraction method for Bitcoin transactions to aggre-
gate features of related addresses after exploring transaction relationships. To address the second one, we
build a classification model based on Positive-unlabeled learning to detect ransomware addresses with high
performance. Extensive experiments demonstrate that XRAD significantly improves average accuracy, recall,
and F1 score by 15.07%, 19.71%, and 34.83%, respectively, compared to state-of-the-art methods. In total, XRAD
detects 120,335 ransomware activities from 2009 to 2023, revealing a development trend and average ransom
payment per year that aligns with three reports by FInCEN, Chainalysis, and Coveware.
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1 Introduction

Bitcoin [56] is designed to provide a pseudonymous payment scheme, making value transfers be-
tween participants without revealing any personally identifiable information. Due to Bitcoin’s
increasing popularity and adoption, an increasing number of users conduct Bitcoin transactions
to carry out commercial activities [65]. As of December 31, 2023, there are around 974 million
transactions in Bitcoin. Many online retailers, such as Jomashop [76] and Newegg [39], now accept
Bitcoin as a payment method for their services. Furthermore, the decision of countries such as El
Salvador and the Central Africa Republic to adopt Bitcoin as a legal tender [5, 46] further suggests
that Bitcoin is gradually becoming a world currency.

Bitcoin’s pseudonymity and its status as a world currency make it attractive to criminals seek-
ing to transfer illegal income without revealing their identities. This leads to the proliferation of
various illegal activities utilizing Bitcoin, particularly ransomware activities. The growth of ran-
somware activities affects many industries, e.g., finance, energy, and medical care, causing seri-
ous economic losses. For example, Colonial Pipeline [53], the largest fuel pipeline system in the
USA, paid nearly 5 million dollars via bitcoins after a ransomware infection in May 2021. The
United Kingdom’s National Cyber Security Centre (NCSC-UK) has recognized ransomware
as the biggest cyber threat to the country [10]. Moreover, the adverse impact of ransomware activ-
ities is more serious than we realize. According to Hernandez-Castro et al. [34], the prevalence of
CryptoLocker ransomware seems significantly higher than anticipated, with a larger proportion
of victims (41%) claiming to pay the ransom than previously estimated by Symantec (3%) and Dell
SecureWorks (0.4%). However, despite the discovery of over 600 ransomware families that demand
bitcoins as ransom [51], the associated Bitcoin addresses are rarely disclosed, leading to an un-
derestimation of the severity of ransomware activities. This highlights the need to detect more
ransomware addresses.

There are efforts to detect ransomware addresses in various ways. In the beginning, some
researchers search and crawl webpages related to ransomware activities through tedious data-
gather steps [60]. However, this method could only detect a very small number of ransomware
addresses due to the limited number of relevant webpages. More recently, clustering heuristics
and BitcoinHeist [1] are developed to detect ransomware addresses. Many studies analyze
Bitcoin transactions using various clustering heuristics [23, 37, 49, 52, 60, 75]. For example, the
co-spend heuristic [52] considers all input addresses of a transaction belonging to the same
person. If only part Bitcoin addresses of a ransomware activity are known, clustering heuristics
use these address as the seed address and can detect additional Bitcoin addresses controlled by
this ransomware activity by analyzing Bitcoin transactions of these seed addresses. However,
clustering heuristics are limited in their ability to detect unknown ransomware activities due
to the lack of seed addresses. The recent study titled BitcoinHeist [1] partitions the Bitcoin
network into 24-hour-long windows and extracts six features for Bitcoin addresses from the daily
transaction graph. It subsequently employs the topological data analysis method to calculate the
distance between Bitcoin addresses and cluster them. However, the study solely focuses on the
transaction behavior of an address itself, without taking into account the transaction behavior of
the addresses with which they interact. Given that criminals frequently utilize multiple Bitcoin
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addresses to conceal the ransom transfer trajectory, relying solely on the transaction behavior of
an address itself is insufficient to accurately reflect the ransom transfer pattern.

In practice, detecting ransomware addresses in large-scale Bitcoin transactions faces two issues.
The first one is that relying solely on the features of an address itself is insufficient to represent
a criminal’s activity characteristics. To conceal their identities, criminals use multiple Bitcoin ad-
dresses to carry out the collection, transfer, and withdrawal of ransoms in a ransomware activity
[75]. Therefore, only the features of an address itself are insufficient to achieve precise detection,
and we must also take into account the features of other addresses it transacts with. The second
one is that the number of disclosed ransomware addresses and unlabeled addresses is highly un-
balanced. There are approximately 21,000 disclosed ransomware addresses [75], representing only
0.002% of the complete Bitcoin addresses. There exist several other labeled addresses in Bitcoin
[32, 40, 51], but the vast majority of Bitcoin addresses are unlabeled and involved in various trans-
action activities. As a consequence, even though the existing labeled datasets contain addresses
involved in various transaction activities, they only represent a small portion of complete Bitcoin
addresses. Thus, the transaction behavior in these labeled datasets cannot represent the transac-
tion behavior of all unlabeled addresses, which makes it difficult to distinguish the differences in
address features between ransomware addresses and all unlabeled addresses only using the exist-
ing labeled datasets. These two issues together make it an interesting but challenging research
problem to detect ransomware addresses in large-scale Bitcoin transactions.

To overcome the aforementioned issues, we propose XRAD, a high-performance ransomware
address detection method based on Bitcoin transaction relationships. To address the first issue,
we design a cascade feature extraction method for Bitcoin transactions to aggregate features
of related addresses after defining transaction relationships (Neighbor and Sibling) between
addresses. This method can also be applied to other cryptocurrencies that use the UTXO model,
such as Litecoin. To address the second issue, we treat ransomware address detection as Positive-
Unlabeled learning (PU-learning) problem [29] and build a classification model based on the
bagging-based PU-learning (PU-Bagging) [55], using a variant of bagging to select unlabeled
Bitcoin addresses as negative samples.

According to our performance evaluation, XRAD demonstrates significantly higher performance
in detecting ransomware addresses than existing methods. In three scenarios, our approach
achieves an average accuracy, recall, and F1 score that are 15.07%, 19.71%, and 34.83% higher than
the best results obtained by state-of-the-art methods. Finally, we apply XRAD to complete Bitcoin
addresses from 2009 to 2023. We detect 120,335 ransomware activities in Bitcoin, which cause the
loss of 345,890.56 bitcoins (approximately $3,043,136,328.63!). The revealed development trend
of ransomware activities and the average ransom payment per year are similar to three reports
[16, 24, 30] by the Financial Crimes Enforcement Network (FinCEN), Chainalysis, and
Coveware. To the best of our knowledge, our study is the first to detect ransomware addresses on
the complete set of Bitcoin addresses, and our result reflects the serious impact of ransomware
activities in Bitcoin.

Roadmap. After the introduction, Section 2 provides a brief introduction to Bitcoin and ran-
somware. Section 3 shows the detailed process of dataset preparation. We present the design of
our method in Section 4. The experimental results are summarized and analyzed in Section 5. We
further discuss the achievements and associated limitations of our method in Section 6. Finally, we
discuss related works in Section 7 and conclude this article in Section 8.

'We crawl the historical exchange price of Bitcoin to USD and use the lowest price of each day to calculate the amount of
ransom.
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2 Background Knowledge
2.1 Bitcoin and UTXO

Bitcoin [56] is a decentralized digital currency that enables secure and efficient peer-to-peer trans-
actions without the need for intermediaries such as banks. Bitcoin’s design is based on the concept
of pseudonymity, where users can transfer funds without revealing their personal information. In
Bitcoin, users can generate as many Bitcoin addresses as they want to make transactions with other
participants. Besides, Bitcoin utilizes blockchain technology to maintain a public distributed ledger
of complete transactions, which is usually managed by a peer-to-peer network. This mechanism
enables anyone to access complete transaction data publicly, making it feasible for researchers to
study ransomware activities through Bitcoin transactions.

Unlike the account model in banks, Bitcoin employs the Unspent Transaction Output
(UTXO) model for privacy and to prevent double-spending. A UTXO refers to the remaining bit-
coins after a Bitcoin transaction is executed. A Bitcoin transaction spends the UTXOs generated
by previous transactions and generates new ones. These new UTXOs are then recorded into a
database as inputs, which can be used later for a new transaction. Each UTXO is a discrete piece
and must be spent as a whole. To facilitate users, UTXOs can be combined and split up through
Bitcoin transactions to make payments in any denomination. Therefore, a Bitcoin transaction can
have multiple inputs and outputs. Bitcoin transaction format exposes more complex transaction
relationships between Bitcoin addresses. An in-depth analysis of these transaction relationships
can help determine the purpose of the address’s transaction activities.

2.2 Ransomware

The threat of malware and cybercrime is rapidly increasing and cannot be ignored [11, 68, 72, 73].
One of the most concerning forms of malware is ransomware, which infects a victim’s data or
resources and demands a ransom to release them. Ransomware works by blocking victims from
accessing their valuable data in two primary ways. The most common one is encrypting files [21],
which does not destroy other device functions. The other way is locking victims’ computers or
other devices, which restricts all operations but does not directly encrypt the data stored on the
device.

The earliest known ransomware, called the PC Cyborg Trojan, appeared in 1989 and required
victims to send $189 to the PC Cyborg mailbox in Panama to unlock their devices. Since the emer-
gence of Bitcoin, ransomware activities have become more rampant due to the decentralized and
pseudonymous payment mechanism provided by Bitcoin [52]. For example, the worldwide ran-
somware WannaCry infected over 300,000 computers across 150 countries in 2017 [48], and victims
were required to pay $300—$600 via bitcoins. On June 9, 2021, Meatpacker JBS USA paid a ransom
via bitcoins equivalent to $11 million following a ransomware activity that disrupted the com-
pany’s North American and Australian operations [9]. In particular, a special transaction pattern
known as the mixing transaction exists in Bitcoin, which consolidates fund transfers between mul-
tiple users who do not know each other and their respective recipients into one transaction. This
type of transaction obfuscates the transfer of funds between inputs and outputs, thereby enhancing
privacy. Therefore, ransomware criminals frequently employ mixing transactions to obscure the
ransom transfer trajectory. In conclusion, the emergence of Bitcoin has significantly contributed
to the increase in ransomware activities, making it easier for criminals to collect ransoms without
worrying about being tracked.

Ransomware families are typically named after the first variant that is discovered, and subse-
quent variants are given a new name to differentiate them from the original. Each ransomware
family has some unique ransomware strains with their own code signature and functionality.
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MalwareHunterTeam identifies over 600 ransomware families by specific filename extensions,
ransom note names, known hex patterns, email addresses, Bitcoin addresses, and other identifiers
[51]. Several ransomware address detection methods are developed to identify more Bitcoin
addresses related to ransomware activities. Researchers first obtain the Bitcoin addresses used
to collect ransoms through analysis of ransomware code or related webpages, and then detect
more ransomware addresses primarily by analyzing Bitcoin transactions. However, due to the
pseudonymity of Bitcoin, a significant number of ransomware addresses are not disclosed and
identified [34], leading to the underestimation of the impact of ransomware activities. Therefore,
detecting additional ransomware addresses to improve the measurement of ransom payments and
the overall economic impact of ransomware activities is a crucial question with significant societal
implications.

3 Dataset Preparation

To design an effective ransomware addresses detection method, we construct three valuable
datasets: (1) a complete Bitcoin transaction dataset, which contains complete transactions from
January 3, 2009, to December 31, 2023; (2) a mixing transaction dataset, which contains 12,307,535
Bitcoin mixing transactions; and (3) a disclosed ransomware address dataset, which contains 38
ransomware families with 21,468 Bitcoin addresses.

Complete Bitcoin Transaction Dataset. The complete Bitcoin transaction dataset contains a
complete record of all bitcoin transfers among addresses on the Bitcoin blockchain. To obtain
this dataset, we first download all raw transaction data. We then develop a data parser tool
to convert the raw transaction data into formatted transactions that could be easily processed
and analyzed. As a result, we collect all Bitcoin transactions from January 3, 2009, to December
31, 2023, containing approximately 946 million Bitcoin transactions and 1,372 million Bitcoin
addresses.

Mixing Transaction Dataset. This dataset contains Bitcoin mixing transactions that we collect
and identify. First, we gather Bitcoin addresses from three mixing services, namely, Bitcoin Fog, He-
lixMixer, and CoinJoinMess, by scraping data from the WalletExplorer website [40]. Subsequently,
we extract Bitcoin transactions in which these addresses are involved, including both deposits and
withdrawals. In total, we obtain 11,053,907 mixing transactions, of which 431,071 are for Bitcoin
Fog, 320,379 for HelixMixer, and 10,302,457 for CoinJoinMess. Second, we use the Coinjoin trans-
action identification algorithm implemented in Blocksci [42] to identify 591,055 Coinjoin transac-
tions. Third, we discover a dataset containing a portion of mixing transactions for Samourai and
Wasabi [57]. Specifically, the dataset includes 7,310 mixing transactions for Samourai and 4,031
mixing transactions for Wasabi. Finally, we use all collected 11,648,890 deduplicated mixing trans-
actions as the seed and apply the mixing transaction expansion algorithm [77], resulting in the
expansion of an additional 658,645 mixing transactions. In the end, our mixing transaction dataset
contains 12,307,535 unique mixing transactions in total. It is worth noting that the mixing trans-
action dataset is not only used in the construction of the ransomware address dataset, but also in
extracting the address features.

Disclosed Ransomware Address Dataset. Our dataset of disclosed ransomware addresses
is a combination of datasets from three well-known studies: Princeton [37], Padua [23], and Mon-
treal [60].

In the Princeton dataset, Huang et al. extract ransomware addresses from reports of ransomware
infection on public forums. They also execute a subset of ransomware binaries and collect memory
dumps, created files, and screenshots to extract Bitcoin addresses. Their publicly available dataset
[36] contains two ransomware families with 16,128 Bitcoin addresses.
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In the Padua dataset, Conti et al. extensively search various public forums related to ransomware
activities and then use clustering heuristics to identify sets of addresses controlled by the same
ransomware family. In the end, they release the dataset [22] containing 24 ransomware families
with 4,027 Bitcoin addresses, 4,025 of which are unique.

In the Montreal dataset, Masarah et al. collect 7,037 addresses from the Anti-Phishing Working
Group and identify 139 Bitcoin addresses in a thread maintained by Michael Gillespie related to
Locky ransomware. Additionally, they find another 46 Bitcoin addresses through further online
searches. In total, their publicly available dataset [59] contains 7,222 seed addresses related to 67
ransomware families as well as 10,458 addresses that are identified, 10,444 of which are unique.

To ensure the reliability of our ransomware address dataset, we perform the following four
steps on the above three datasets: (1) Although these three datasets are constructed in different
ways, there are overlaps among them. For example, both the Montreal dataset and the Princeton
dataset collect Bitcoin addresses associated with the Locky ransomware family, resulting in 5,963
duplicated Bitcoin addresses. After merging the above three datasets and excluding duplicate
addresses, we obtain 53 ransomware families with 24,487 Bitcoin addresses. (2) We identify
that 2 addresses are labeled as CryptoWall and CryptoDefense, and 14 addresses are labeled as
Cryptohitman and TowerWeb. This could potentially have a negative impact on the subsequent
analysis, so we remove these 16 addresses that are labeled with different tags. (3) Forty-seven
Bitcoin addresses obtained by crawling public forums or executing ransomware in a simulated
environment do not actually receive any ransom payments, i.e., these addresses are not involved in
any transactions. Thus, we decide to exclude those addresses that have never been involved in any
Bitcoin transactions. (4) Due to the withdrawal of ransomware addresses through cryptocurrency
exchanges and the use of mixing services to obscure the trajectory of ransom transfers, there is
a close relationship between ransomware addresses and addresses of the exchange and mixing
service. We find that in the ransomware address expansion stage, these studies [23, 60] mistakenly
identify some addresses of the exchange and mixing service as ransomware addresses. In this
way, we filter out 3,255 misidentified ransomware addresses using labeled data collected from
the WalletExplorer website. This involves four ransomware families: CryptoLocker, CryptoWall,
DMALocker, and PopCornTime. Among them, 824 addresses labeled as CryptoLocker and 2,398
addresses labeled as CryptoWall are actually BTC-e exchange addresses. After implementing the
four steps, we obtain 21,169 ransomware addresses.

The aforementioned study [23] uses clustering heuristics to expand its ransomware address
dataset based on the latest available transactions at the time. However, new Bitcoin transactions
occur continuously, leading to changes in the dataset of ransomware addresses expanded through
clustering heuristics. To ensure that we can collect ransomware addresses in new transactions, we
employ a similar approach. Specifically, we use the 21,169 filtered ransomware addresses as seed
addresses and expand the ransomware address dataset based on new transactions using co-spend
heuristics [3], while excluding mixing transactions. We do not use the change address clustering
heuristic to expand the ransomware address dataset due to its potential for producing false pos-
itives. Using the clustering heuristic, we discover additional 299 ransomware addresses, which
involve four ransomware families: CryptoWall, DMALocker, Flyper, and APT.

Our final ransomware address dataset contains 38 ransomware families with 21,468 Bitcoin ad-
dresses labeled as ransomware addresses. Table 1 shows the number of Bitcoin addresses included
in each ransomware family. This dataset will be utilized in the experiments in Sections 4.3 and 5.

4 Design of XRAD

In this section, we present the whole process of XRAD for detecting ransomware addresses in
Bitcoin.
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Name Number | Name Number | Name Number
Cerber 10,165 | Locky 7,094 | CryptXXX 1,742
CryptoLocker 968 | CryptoWall 813 | DMALocker 200
CryptoTorLocker2015 159 | Globe 106 | SamSam 438
EDA2 33 | Flyper 31 | NoobCrypt 28
Jigsaw 17 | KeRanger 12 | CryptConsole 7
WannaCry 6 | VenusLocker 5 | CTB-Locker 4
XLocker 4 | XTPLocker 4 | APT 3
BadRabbit 2 | Chimera 2 | Exotic 1
GoldenEye 1 | Globelmposter 1 | NotPetya 1
KillDisk 1 | NullByte 1 | CryptoHost 1
TeslaCrypt 1 | Phoenix 1 | DoubleLocker 1
7ev3n 1 | Xorist 1 | ZCryptor 1
ComradeCircle 1 | Bucbi 1| - -
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Fig. 1. An overview of XRAD.
4.1 Overview

XRAD, as shown in Figure 1, consists of three components: dataset preparation, feature engineering,
and classification method.

First, we construct a comprehensive dataset of all Bitcoin transactions that have occurred since
the inception of Bitcoin up to December 31, 2023. In addition, we collect Bitcoin mixing trans-
actions, which involve the use of a third-party service to obscure the bitcoin transfer trajectory.
Furthermore, we gather a dataset of Bitcoin addresses that are associated with ransomware activ-
ities. The detailed information about these three datasets is described in Section 3.

Second, we develop a three-step approach to extract rich features for each Bitcoin address from
both itself and its related addresses. To begin with, we calculate a series of features for each address
based on transactions it participates in, using our previous analysis of ransomware activities [75].
These address features are effective in characterizing the transaction behavior of a given Bitcoin ad-
dress. Then, we explore transaction relationships between addresses, such as Sibling and Neighbor,
and design an innovative cascade feature extraction method for Bitcoin transactions. This method
involves aggregating the address features of an address’s Neighbors and Siblings to create cascade
features that reflect the comprehensive ransom transfer behavior of criminals in a ransomware
activity. By incorporating not only features of the address itself but also those of related addresses,
these cascade features provide a more comprehensive reflection of ransomware activities. These
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Fig. 2. Different functions and characteristics of ransomware addresses at different stages.

cascade features are used to construct the classification model instead of the individual address
features.

Finally, we build a classification model based on the PU-Bagging approach, utilizing a variant
of the bagging method to select unlabeled samples to construct the training set, which helps to
mitigate the impact of the data imbalance issue.

4.2 Feature Engineering

Simply extracting features from a ransomware address does not provide a comprehensive picture
of the transaction behavior of criminals involved in ransomware activities. Previous works
[23, 37] show that a ransomware activity in Bitcoin is accomplished mainly through three stages:
(1) collecting ransoms from victims, (2) aggregating ransoms from addresses, and (3) withdrawing
ransoms in cryptocurrency exchanges. Figure 2(a) illustrates a typical case of ransom transfer in
three stages in CryptoWall. It is worth noting that the ransom payment by victims and the with-
drawal by criminals may involve transactions with cryptocurrency exchanges. Thus, trading with
exchanges is an important part of ransomware activities. Therefore, the transaction relationship
between exchange addresses and ransomware addresses is critical to modeling the ransomware
activity.

To obscure their real identities and the ransom transfer trajectory, criminals usually use dif-
ferent Bitcoin addresses at different stages. Addresses with no more than two transactions are
typically one-time ransom transfer addresses. Specifically, Figure 2(b) shows that approximately
18,000 ransomware addresses in our dataset are involved in no more than two transactions, while
21 ransomware addresses participate in more than 100 transactions. The ransomware addresses at
different stages exhibit different transaction behavior, and they conspire together to accomplish
all three stages of a ransomware activity. Therefore, identifying ransomware addresses requires a
focus on transaction relationships between Bitcoin addresses.

To more effectively capture the transaction behavior of ransomware criminals, we design a cas-
cade feature extraction method inspired by Reference [19] to aggregate features of Bitcoin ad-
dresses that are involved in the same Bitcoin transaction with the ransomware address. To clarify
the cascade feature extraction method clearly, we pre-define four terms for an address.

— Address-txs Data. The address-txs data contains all Bitcoin transactions in which a spe-
cific address is involved. Each transaction notes the time when the transaction occurs, the
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Out_Neighborl
Out_Neighbor2
Out_Neighbor3

Fig. 3. Atarget address with two involved Bitcoin transactions (Tx1 and Tx2 are not the mixing transaction).

addresses involved, and the amount attached to each address. Some Bitcoin addresses are in-
volved in only one Bitcoin transaction to receive bitcoins and do not transfer these bitcoins
out. To simplify the following description, we will continue to use the term address-txs data
to refer to the one Bitcoin transaction.

— Address Features. The address features are extracted from the address-txs data, such as the
total number of transactions, the active period of an address, and the total bitcoins received.
The address features capture the transaction behavior of an address over its entire active
period, rather than over a fixed time period (e.g., see Reference [1]).

— Neighbor and Sibling. For a given Bitcoin address, we define two transaction relationships
according to the address-txs data, namely, Neighbor and Sibling. As shown in Figure 3, a Tar-
get address is involved in two Bitcoin transactions. Neighbor addresses are on the opposite
side of a transaction with the Target address, while Sibling addresses are on the same side of
a transaction with the Target address.

— Cascade Features. The cascade features of an address are extracted in a cascading manner
from its Neighbors and Siblings, which contain not only features of the address itself but also
address features of its Neighbors and Siblings.

After defining the four key terms, we can now describe the cascade feature extraction method
in three steps: self-feature extraction, transaction relationship determination, and cascade feature
calculation.

Self-feature Extraction. First, we extract the address-txs data for each Bitcoin address. Then,
based on the transaction format for multiple inputs and outputs, we calculate a series of address
features that well reflect the differences between ransomware addresses and unlabeled addresses.
To explain the meaning of address features and the process of cascade feature extraction clearly,
we assign each feature a specific name that intuitively describes its calculation method. More
specifically, Table 2 shows the name and the content of each address feature. In total, we extract
18 address features from address-txs data for each Bitcoin address.

Transaction Relationship Determination. Figure 3 depicts a target address with two involved
Bitcoin transactions. Taking this as an example, we present the detailed steps of transaction
relationship determination. First, we extract the address-txs data of the Target address. Then,
we traverse each transaction in the address-txs data and determine the transaction relationships
between the Target address and other Bitcoin addresses according to their positions in the
transactions. Since mixing transactions contain addresses that do not know each other’s identities,
these transactions create a transaction relationship between unrelated addresses, which messes
up transaction relationships. Therefore, to avoid confusion, we filter out mixing transactions
in the process of transaction relationship determination, but we still take into account mixing
transactions in the process of self-feature extraction.
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Table 2. Features of Each Address Itself Extracted from Address-txs Data

Feature Name

Content

tx_num

send_num
rec_num

nei_num

sib_num

dec_num
send_amount
rec_amount
avg_send_amount
avg_rec_amount
max_sender_num
min_sender_num
max_receiver_num
min_receiver_num
type

locktime

mixing
active_period

the total number of transactions that the address is participating in
the number of transactions sending bitcoins to others

the number of transactions receiving bitcoins from others

the number of neighbors

the number of siblings

the number of decimals that the transaction amount is accurate to
the total amount of bitcoins sent by the address

the total amount of bitcoins received by the address

the avg amount of bitcoins sent by the address at one time

the avg amount of bitcoins received by the address at one time

the maximum number of senders among the address-txs data

the minimum number of senders among the address-txs data

the maximum number of receivers among the address-txs data

the minimum number of receivers among the address-txs data

the type of Bitcoin address according to Blocksci [42]

whether the address is involved in locktime transactions, i.e., 0 or 1
whether the address is involved in mixing transactions, i.e., 0 or 1
the active period of the address in Bitcoin

For a transaction, we divide all Bitcoin addresses involved in the transaction into two sets: the
input set and the output set. The input set includes all addresses that contribute bitcoins to the
transaction, while the output set includes all addresses that receive bitcoins from the transaction.
According to whether the Target address is in the input set or output set of a transaction, we can
determine transaction relationships between the Target address and related addresses. In the first
case, where the Target address appears in the input set of a transaction (e.g., Tx2 in Figure 3), we
consider all other addresses in the input set as Sibling addresses and all addresses in the output
set as Neighbor addresses. We further refine these Sibling addresses as In_Sibling addresses (e.g.,
In_Sibling3,4), since they are inputs of the transaction, and we refine these Neighbor addresses as
Out_Neighbor addresses (e.g., Out_Neighbor4,5,6), since they are outputs of the transaction.

In the second case where the Target address is in the output set of a transaction (e.g., Tx1 in
Figure 3), we consider all other addresses in the output set as Sibling addresses and all addresses
in the input set as Neighbor addresses. Similarly, we refine these Sibling addresses as Out_Sibling
addresses (e.g., Out_Sibling1,2) and these Neighbor addresses as In_Neighbor addresses (e.g.,
In_Neighbor1,2,3). By determining these transaction relationships, we can extract cascade features
from the Neighbor and Sibling addresses of the Target address.

To summarize, we categorize related addresses into four groups, i.e., In_Neighbor, Out_neighbor,
In_Sibling and Out_Sibling, based on their transaction relationships with the Target address.

Cascade Feature Calculation. After dividing related addresses into the four groups, we conduct
statistical calculations on the address features of addresses in each group.

More specifically, Figure 4 shows the detailed process of feature aggregations from these four
groups, including In_Neighbor, Out_neighbor, In_Sibling, and Out_Sibling. First, we extract 18
address features for each address itself according to the address-txs data. Then, for each ad-
dress feature except the type, locktime, and mixing, we use four statistical methods to compute
the aggregate information of the feature in each group. For example, for the total number of
transactions (tx_num), we compute the maximum, minimum, average, and standard deviation of
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Fig. 4. Cascade feature extraction method for Bitcoin transactions.

In_Neighbors as a part of the cascade features. For the feature type, we compute the number of
different types in a group. For the two features locktime and mixing, we do not use statistical meth-
ods for feature aggregation. We simply define the aggregate information of locktime in a group
to be 1 if the locktime of any one Bitcoin address in the group is 1, otherwise, it is set as 0. The
same calculation applies to the features type and mixing. Feature aggregation operations of the
other three groups are defined in the same way. Therefore, we gain 63 (15 * 4 + 3) features for each
group.

After the feature aggregation process, we obtain a total of 270 (18 + 4 * (15 * 4 + 3)) cascade
features for each address, which consists of 18 features from the address itself and 252 features ob-
tained by aggregating information from related addresses in the four groups. Compared to the six
features explored in the previous work [1], the cascade features extracted by our method contain
much more information about the interaction of addresses with their related addresses, which are
effective in detecting ransomware addresses in Bitcoin.

Extracting the cascade features of addresses in a period mainly involves four steps: extracting
features of each address, determining all neighbors and siblings of these addresses, extracting
features of neighbor addresses and sibling addresses, and calculating the cascade features. The
complexity of the first step is O(n), and that of the subsequent step is also O(n). Assuming an
average of k neighbor addresses and sibling addresses per address, the complexity of the third step
is O(kn). The complexity of the final step is O(n). Therefore, the total complexity of our method
is O(n + n + kn + n), which is again O(n).

During a one-week experiment spanning from December 1, 2023, to December 7, 2023, approx-
imately 911,631 addresses are involved in transactions each day. The average processing time for
each day is approximately 20 minutes. It should be noted that the variability in both daily trans-
action volumes and the number of addresses involved can lead to variations in processing times
across different periods. For addresses whose features have been extracted, we can save the fea-
tures and use them directly later, which can speed up the process of feature engineering.

4.3 Classification Method

Identifying ransomware addresses is essentially building a Bitcoin address classification model, but
the task is hindered by the highly imbalanced ratio between the disclosed ransomware addresses
and unlabeled addresses. There are around 21,000 disclosed ransomware addresses, just account-
ing for 0.002% of complete Bitcoin addresses. Although there are some other labeled addresses in
Bitcoin, most Bitcoin addresses are unlabeled and involved in various transaction activities. To

ACM Trans. Web, Vol. 18, No. 4, Article 48. Publication date: October 2024.



48:12 K. Wang et al.

develop a model that can distinguish ransomware addresses from all other addresses instead of
one or a few types of entities, we need a labeled dataset that is representative of the wide range of
transaction activities in Bitcoin. Although existing labeled datasets contain addresses involved in
various transaction activities, they only represent a small portion of complete Bitcoin addresses, so
the transaction behavior in these labeled datasets cannot represent the transaction behavior of all
unlabeled addresses. As a result, using only negative samples consisting of existing labeled Bitcoin
addresses may not capture all differences in features between ransomware addresses and unlabeled
addresses. This data imbalance issue renders many existing methods ineffective. To overcome the
imperfect labeling issue, we treat the ransomware address detection task as a PU-learning problem
and build a classification model based on the PU-Bagging approach.

Researchers study the issue of imperfect labeling and produce a series of results from three
research directions [79], including one-class classification, PU-learning, and self-supervised learn-
ing. After considering the nature of the ransomware address detection task mentioned above, we
believe that PU-Bagging [55], an approach of PU-learning [29], is the most suitable approach with-
out having enough labeled negative addresses in Bitcoin. First, PU-Bagging is widely used in many
applications, where a classifier is trained on the dataset consisting of only positive and unlabeled
samples. Besides, PU-Bagging is effective even with a small percentage of positive samples in the
dataset [55], which fits well with the situation where ransomware addresses represent a very small
portion of complete Bitcoin addresses.

To further validate our consideration, we compare the performance of four specific methods
from the three research directions. One-class support vector machine (OCSVM) [66] and sup-
port vector data description (SVDD) [69] are two common one-class classification approaches.
Self-supervised learning-based classification methods are proposed for image anomaly detection,
and GOAD [6] is a recent work that can be applied to all data types by generalizing the class of
transformations. We choose BaggingSVM [55] as an example of the PU-Bagging approach, because
it performs well when the number of positive examples is extremely limited and can also run con-
siderably fast, especially when the set of unlabeled examples is large. We evaluate the effectiveness
of these four methods focusing on their ability in detecting specific ransomware families, which is
an important scenario for ransomware address detection. The experiment procedure is as follows:
We choose a specific ransomware family and allocate 80% of its ransomware addresses for train-
ing and 20% for testing. In addition, we randomly select 1 million and 10,000 addresses as negative
samples for training and testing, respectively. We select the top five ransomware families with the
highest number of ransomware addresses as our experimental subjects.

Table 3 shows that BaggingSVM exhibits excellent performance compared to the other three
methods, in terms of precision and F1 score. OCSVM and SVDD have lower precision and F1 score
than BaggingSVM for every ransomware family. GOAD outperforms BaggingSVM in the classi-
fication of CryptXXX and exhibits similar results to XRAD in the case of CryptoWall. However,
GOAD demonstrates significantly inferior performance in the classification of other ransomware
families. Therefore, we choose the PU-Bagging approach to construct our classification model.

PU-learning is a type of machine learning paradigm that deals with binary classification prob-
lems where the negative class (unlabeled data) is only partially observed or completely unobserved.
In PU-learning, there are two data types: positive samples (samples from the positive class) and
unlabeled samples (samples that may be from either the positive or negative class, but the class
label is unknown). PU-learning is to train a classifier that can accurately classify positive samples.

PU-Bagging is a specific approach within PU-learning that combines the concepts of bagging
(Bootstrap Aggregating) with PU-learning. PU-Bagging works by generating multiple bootstrap
samples from the positive samples and the unlabeled samples. Each bootstrap sample consists of
a subset (or all) of positive samples and an equal number of randomly selected unlabeled samples.
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Table 3. Performance Comparison of Four Classification Frameworks for Resolving
the Data Imbalance Issue

Precision (%)
Ransomware family

Method CryptoLocker CryptoWall CryptXXX Locky Cerber
BaggingSVM [55] 16.63 18.34 15.82 53.82 64.29
OCSVM [66] 4.33 4.86 10.59 27.24  25.35
SVDD [69] 4.91 3.58 7.43 26.81 31.41
GOAD [6] 7.72 18.40 36.86 33.93  24.47
F1 score (%)
Ransomware family
Method CryptoLocker CryptoWall CryptXXX Locky Cerber
BaggingSVM [55] 27.62 29.95 25.98 63.51 75.67
OCSVM [66] 8.11 9.11 18.64 37.86  35.54
SVDD [69] 9.22 6.80 13.38 39.36 43.15
GOAD [6] 14.04 30.56 42.39 4723 31.64

ALGORITHM 1: PU-Bagging in Ransomware Address Detection

Input :9D: Training samples, N: Samples to be predicted, 8: Number of base learners
Output:S: Predicted samples with labels

1 D, « Ransomware addresses in D;

2 D_ « Unlabeled addresses in D;

3 D — 0

4 fori < 1to B do

5 D; < Randomly sample |D. | addresses from D_;
6 Di — DiUDy;

// Add ransomware addresses

7 fi < TrainClassifier(D;);

// Train a base classifier with feature sampling
s | DD U{(f. D))

// Store classifier and its data

9 S« 0;

10 for N; in N do

11 P %Z;lefj()\(i);

// Aggregate predictions
12 Label N; with p;

13 S— SU{N;}

11 return S;

A classifier is trained on each bootstrap sample, and the final prediction is obtained by aggre-
gating the predictions of all classifiers, typically using a simple voting mechanism. In this way,
PU-Bagging aims to improve the robustness and generalization performance of the PU-learning
model by averaging over multiple classifiers trained on different subsets of the data.

In our study, we take the disclosed ransomware addresses as positive samples and consider
other addresses as unlabeled samples. As shown in Algorithm 1, we use pseudocode to describe
how PU-Bagging can be used for ransomware address detection.
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Table 4. Performance Comparison of Five Base Models in Ransomware Detection

Precision (%)
Ransomware family

Method CryptoLocker CryptoWall CryptXXX Locky Cerber
GBDT [31] 53.52 63.52 76.59 78.33  70.57
LR [54] 3.77 6.25 2.48 9.74 42.55
SVM [28] 9.03 9.32 8.78 46.10 54.17
LightGBM [44] 7.57 7.28 24.63 59.71 74.46
XGBoost [18] 13.89 7.91 21.80 71.73 43.15
F1 score (%)
Ransomware family
Method CryptoLocker CryptoWall CryptXXX Locky Cerber
GBDT [31] 67.18 74.75 82.74 84.06 80.52
LR [54] 7.08 11.60 4.49 14.55 55.57
SVM [28] 16.01 16.69 15.55 57.32 66.45
LightGBM [44] 13.37 13.35 38.73 67.88 77.28
XGBoost [18] 23.90 14.28 34.68 71.10 57.27

The choice of the base model plays a critical role in the PU-Bagging approach. Several estab-
lished classification models, including logistic regression (LR) [54], support vector machine
(SVM) [28], and decision tree (DT) [64], can serve as the base model. However, among these
models, gradient boosting decision tree (GBDT) [31] shows favorable results in many prob-
lems. GBDT is flexible enough to handle various types of data, whether they are continuous or
discrete. So, it is suitable for learning the cascade features we extract including both continuous
and discrete values. In addition, the GBDT prediction phase is very efficient because of the parallel
operation between trees, so it is suitable for ransomware address detection with fast identifica-
tion requirements. As shown in Table 4, compared with other models, GBDT performs best in
ransomware address detection.

To further corroborate our analysis, we present five combinations of PU-Bagging with various
base models. Under the experiment procedure described in Section 5.2, Table 5 shows that GBDT
achieves the best performance among the above models. Although LightGBM and XGBoost are
variations of GBDT that prioritize speed at the expense of some level of accuracy, our focus is
on the accurate detection of ransomware addresses, making GBDT the optimal choice as the base
model in the PU-Bagging approach.

The working principle and steps of GBDT for Bitcoin ransomware address detection are as

follows: The first step is to initialize the first weak learner Fj, and its expression is Fy(x) =
P(Y=1]x)

! T-P(Y=1]x)’

this prior information to initialize the learner.

The second step is to establish M classification and regression trees (CART), where m =
1,2,...,M. GBDT uses the fastest descent approximation method, and the key is to use the nega-
tive gradient of the loss function as an approximation of the residual. By using the Log-likelihood
loss as the loss function L(y, f(x)) = log(1 + exp(—y f(x))) with y € [-1, 1], the negative gradient
can be simplified as below:

where P is the proportion of ransomware addresses in the training set. We can use

_ _aL(y,’, F(Xl)) _

myi = (9F(x) =Y — m,where F(x) = mel(x).
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Table 5. Performance Comparison of Five Proposed Combinations of PU-Bagging with
Various Base Models

Precision (%)
Ransomware family

Method CryptoLocker CryptoWall CryptXXX Locky Cerber
GBDT [31]+PU 78.05 83.51 84.11 99.15 98.54
LR [54]+PU 5.34 7.59 3.04 10.87 58.82
SVM [28]+PU 16.63 18.43 15.82 53.82 64.29
LightGBM [44]+PU 11.11 14.69 48.33 67.86 86.07
XGBoost [18]+PU 18.27 11.07 34.49 82.04 45.58
F1 score (%)
Ransomware family
Method CryptoLocker CryptoWall CryptXXX Locky Cerber
GBDT [31]+PU 87.27 90.76 90.77 99.19 99.12
LR [54]+PU 9.80 13.93 5.45 16.07 69.23
SVM [28]+PU 27.62 30.11 25.98 63.51 75.67
LightGBM [44]+PU 18.77 25.22 64.16 73.06 85.10
XGBoost [18]+PU 30.44 19.41 50.08 80.42 60.94

Using the above method, GBDT replaces the loss function with a log-likelihood function, which
allows for the conversion of class predictions into probabilistic predictions. A linear search is then
performed to estimate the value of the leaf node area that minimizes the loss function. The learner
is then updated continuously through these steps. Ultimately, a final strong classifier is obtained,
along with the predicted probability of a Bitcoin address. The classification model can be expressed
asP(Y = 1|x) = 1

1+e M) "

5 Evaluation

In this section, we present a series of experiments to evaluate the effectiveness of XRAD for detecting
ransomware addresses. Our aim is to provide practical applications of ransomware address detec-
tion methods, and we focus on the following three evaluation scenarios: (1) Specific ransomware
family detection. If we have a portion of Bitcoin addresses associated with a specific ransomware
family, then we aim to use XRAD to identify additional addresses of this same ransomware family;
(2) Unknown ransomware family detection. If there is an unknown ransomware family in the past,
then XRAD needs to capture generic cascade features of known ransomware families to detect ad-
dresses of the unknown ransomware family; (3) Timely ransomware family detection. Since new
ransomware families continue to occur, we aim to use XRAD to timely detect the existence of a new
ransomware family that appears recently. Finally, we apply XRAD to complete Bitcoin addresses to
detect more ransomware activities, thus further revealing the widespread and serious impact of
ransomware activities in Bitcoin. Besides, we utilize the permutation importance method to assess
the significance of features. It is worth noting that the importance of features may differ across
various scenarios.

5.1 Baselines and Metrics

In this section, we describe the baseline methods used in the experiments and the evaluation
process.

As shown in Table 6, we select a total of four baseline methods for comparative experiments.
Among them, XRAD_base refers to the method that uses only the features of the address itself
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Table 6. Four Baselines in Bitcoin Ransomware Address Detection

Name Description

XRAD_base XRAD without cascade features.

BitcoinHeist [1] We contact authors to obtain their code repository and relevant
dataset.

Clustering Heuristics [33] We use the implementation provided by Reference [33], which con-
sists of two heuristics: the co-spend heuristic with excluding mixing
transactions and the refined change address heuristic with consid-
ering peel-chain transactions and locktime transactions.

BAClassifier [38] We modify the code of BAClassifier to detect ransomware addresses
in Bitcoin.

without employing cascading features. Additionally, we choose two state-of-the-art studies in
the field of Bitcoin ransomware address detection: the widely used clustering heuristics [33]
and the latest study BitcoinHeist [1]. Since XRAD extracts cascade features based on Bitcoin
transaction relationships, we also compare with methods exploring graph-structured data such
as BAClassifier [38].

The construction process of the training set and test set is consistent across all five methods.
Therefore, all five methods are evaluated on the same set of addresses during both training and
inference, ensuring that each method is evaluated under the same set of disclosed ransomware
addresses. In terms of evaluation metrics, we compute the accuracy, recall, and F1 score. For each
experiment, we repeat the process 10 times and report the mean of the detection results. Our
proposed XRAD is set to have 1,000 tree estimators in all experiments.

In the following experiments, we choose the top five ransomware families based on the number
of Bitcoin addresses they contain to demonstrate the performance of the five methods. These cho-
sen ransomware families have a significant number of Bitcoin addresses, while other ransomware
families have only a small number of Bitcoin addresses. Additionally, these chosen ransomware
families cause serious impacts and affect victims globally, thereby gaining widespread attention.

5.2 Specific Ransomware Family Detection

In practice, we usually cannot gain all Bitcoin addresses controlled by a ransomware family, but
only a fraction of them. Given a partial set of Bitcoin addresses of a specific ransomware family,
XRAD is capable of learning the cascade features of these addresses to identify additional Bitcoin
addresses controlled by the same ransomware family. This ability is crucial for recovering ransoms
and accurately measuring the impact of ransomware activities.

We conduct this experiment according to the following procedure. Additionally, we use Table 7
to describe the dataset partitioning process.

(1) Consider a specific ransomware family, denoted as rs, and assume that its active period in
Bitcoin, as measured by transactions, falls between #; and t,, where t;<t,.

(2) Construct the ground truth dataset X[, ;] that contains the cascade features and labels of all
addresses occurring between t; and t,, including ransomware addresses X [’ ] and unlabeled

S
ty,
addresses X" ..
[t1,22]

(3) Sample a ransomware dataset X[° . randomly from X[’tshtz], where |X® | =0.8 |X[rtsbt2]|.
(4) Sample an unlabeled dataset Xj, . randomly from X[“th . where X} .| = 1,000,000 >

|X?’S

train | .
rs

(5) Regard the rest ransomware addresses as Xj;;, where X7, = X7/ | \ X

rs
train’
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Table 7. The Dataset Partitioning for Specific Ransomware Family Detection

Ground Truth Label  Process Size Annotation
[rts y X 0.8* |X[r:1’t2]| randomly selected from X[’fhtz]
1,62 rs * rs s
Xi110] Xiost 0.2 |X[t1’t2]| randomly selected from X[tl’tﬂ
Xt X ain 1,000,000 randomly selected from X[”tl’ 5]
[tt2] P . 10,000 randomly selected from X"
[t1, 1]

Notes: (1) [¢1, t2] represents the active period of the specific ransomware family. (2) X represents the
cascade features and labels of addresses.

Table 8. Results of Specific Ransomware Family Detection with XRAD

Ransomware TP FP TN FN Acc(%) Rec(%) F1(%)
CryptoLocker 192 54 9,946 2 99.45 98.78  87.27

CryptoWall 162 32 9,968 1 99.68 99.32 90.76
CryptXXX 344 65 9,935 5 99.32 98.54 90.77
Locky 1,408 12 9,988 11 99.80 99.26 99.19
Cerber 2,027 30 9,970 6 99.70 99.71 99.12
(6) Sample an unlabeled dataset X}/, randomly from X[”[l’m, where [X},,| = 10,000 and X} . N
Xp,=0.
(7) Train a classifier using the dataset {X}! . U X .} to classify the dataset {X},, U X7 }.

It is worth noting that an individual classification model is trained for each ransomware fam-
ily in this scenario. Each model learns the cascade features of a specific ransomware family and
detects additional Bitcoin addresses controlled by the family. Besides, the construction process of
the training and test sets in the four baseline methods is the same.

Table 8 shows the detection results of five well-known ransomware families. The high accuracy
and recall of different ransomware families indicate that XRAD has an outstanding detection perfor-
mance and can effectively learn the transaction behavior of Bitcoin addresses of each ransomware
family. For example, the accuracy of XRAD is 99.80% and the recall is 99.26% when detecting the
Locky ransomware family. As ransomware criminals typically withdraw their revenue through
cryptocurrency exchanges, the exchange address involved in the transaction with ransomware ad-
dresses may be misidentified as a ransomware address. In the case of the CryptoWall ransomware
family, we find two of the false positives are BTC-e exchange addresses. In this scenario, the most
significant feature for classification is rec_amount. This observation can be attributed to the fact
that ransomware addresses associated with a specific ransomware family tend to receive similar
ransom amounts.

Figure 5 shows the comparison results of XRAD and the four baselines in each ransomware fam-
ily. The accuracy, recall, and F1 score of XRAD are improved to varying degrees in different ran-
somware families, compared to the baseline methods. Compared to XRAD_base, XRAD shows an
accuracy improvement of approximately 10% to 20% in detecting various ransomware families.
This indicates that cascading features can effectively model the characteristics of ransomware ac-
tivities. Figure 5(b) shows that the recall of the clustering heuristics in Cerber, CryptoXXX, and
CryptoLocker is relatively low. These three ransomware families are skilled at concealing their
ransom transfer trajectory, which involves instructing victims to transfer the ransom to different
Bitcoin addresses. This strategy reduces the likelihood of transactions between ransomware ad-
dresses, making it difficult for clustering heuristics to identify additional ransomware addresses.
Notably, Cerber assigns each victim a unique Bitcoin address, such that there are no direct trans-
actions between different ransomware addresses.
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Fig. 5. Performance comparison of XRAD and the state-of-the-art methods in specific ransomware family
detection.

BitcoinHeist exhibits considerable performance variability in detecting different ransomware
families, achieving an accuracy of only 60.02% when detecting Locky. Besides, we find that Bit-
coinHeist exhibits similar performance on both the training set and the test set, with no significant
differences. Therefore, the poor performance on the test set is not due to over-fitting.

BAClassifier demonstrates relatively minor performance variations when detecting different
ransomware families, with accuracy all above 80%. BAClassifier is designed to detect four types
of addresses: exchange, gambling, mining, and service. These addresses have a high transaction
volume. To extract temporal information, BAClassifier divides all transactions of an address into
several groups based on timestamps, with each group containing 100 transactions. Each graph
contains the information from the 100 transactions in a group. As illustrated in Figure 2(b) of our
manuscript, the majority of ransomware addresses have fewer than 10 transactions. Consequently,
the design of BAClassifier is not fully suitable for ransomware address detection, resulting in its
performance being inferior to that of XRAD.

Table 1 in Section 3 reveals that over half of ransomware families have less than 10 disclosed
ransomware addresses. With such a limited number of addresses, it becomes challenging for mod-
els to learn the distinct characteristics of ransomware activities from a vast number of unlabeled
addresses. Apart from the five ransomware families, we apply XRAD to other ransomware families
containing more than 10 addresses (9 ransomware families in total). Among them, the accuracy
ranges from 85% to 90% for two ransomware families, from 90% to 95% for four ransomware
families, and from 95% to 98% for three ransomware families.

In this scenario, XRAD successfully achieves the purpose of accurately detecting ransomware
addresses for a specific ransomware family.

5.3 Unknown Ransomware Family Detection

To evaluate the ability of XRAD to detect unknown ransomware families, we assume that one of the
ransomware families in our ransomware address dataset is unknown. Then, we use XRAD to learn
the cascade features of all other known ransomware addresses to detect this assumed unknown
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Table 9. The Dataset Partitioning for Unknown Ransomware Family Detection

Ground Truth Label  Process Size Annotation
X[h,tz] Xzzst |Xtest| Xtest [ty,ty]
X[uthh] itumm 1,00382)000 ranjomiy seiected from X[t ]
. , randomly selected from X,

Notes: (1) [#1, t2] represents the active period of all ransomware families in our dataset. (2) [y, o]
represents the active period of the assumed unknown ransomware family rs. (3) X represents the
cascade features and labels of addresses.

ransomware family. We conduct this experiment according to the following procedure. Addition-
ally, we use Table 9 to describe the dataset partitioning process.

(1) Group all Bitcoin addresses of disclosed ransomware families into one set labeled as Multi-
ple Ransomware (abbreviated as mrs) and identify the active time period [t1, t;] of the mrs
through Bitcoin transactions of all disclosed ransomware addresses.

(2) Select a specific ransomware family as the assumed unknown ransomware family, denoted
as rs, and assume that its active period in Bitcoin, as measured by transactions, falls between
tyr and tor, 80t < tyr < by < 1.

(3) Construct the ground truth dataset X[, ;, that contains the cascade features and labels of all
addresses in [t1, I;], including ransomware addresses X[';”f ! and unlabeled addresses X[ bl

(4) Construct a mixed ransomware dataset X% that contams Bltcom addresses of all ran-

somware families except for the rs, where X7"7° = X mr jZ] \ X,
(5) Sample an unlabeled dataset X}, ..

randomly from X
(6) Construct a ransomware dataset X°
rs
[ty ty]

(7) Sample an unlabeled dataset X}, , randomly from X[ iy] € C X|ty, 1,1 Where [X} | = 10, 000.
(8) Train a classifier using the dataset {X>7* U X* 1 to c1a331fy the dataset {X5, U X}/ }.

train train

tl, ty]

(bl , where |X}; . | = 1,000, 000.

that contains all addresses of the rs, where X’¥

test test

In this scenario, we train one classification model for every assumed unknown ransomware
family. This model learns the generic cascade features of all other ransomware families and detects
the assumed unknown ransomware family. It is worth noting that, in addition to the ransomware
families shown in Figure 6, other ransomware families are also included in the training set to train
the model.

Table 10 presents the results of the unknown ransomware family detection on five ransomware
families. It is observed that XRAD outperforms existing methods in detecting various ransomware
families. For instance, XRAD has the highest accuracy of 98.32% when detecting the CryptoLocker
ransomware family. XRAD has a specific design in self-feature extraction and transaction relation-
ship determination to deal with the issue that mixing transactions create a transaction relationship
between multiple unrelated users, resulting in better detection results. For example, 162 addresses
in the CryptoLocker ransomware family participated in 9,741 mixing transactions. For other ran-
somware families with fewer disclosed addresses in our dataset, XRAD is also able to achieve accu-
rate detection, even for those only containing one or two.

Figure 6 demonstrates that XRAD performs better than previous studies in detecting various
ransomware families. Although the performance of XRAD in this scenario is not as high as in the
previous scenario, it is still enough to be practical. Additionally, the clustering heuristic has a recall
of zero, which implies that it is only capable of analyzing the transactions of public ransomware
addresses to identify additional Bitcoin addresses belonging to known ransomware families, and
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Fig. 6. Performance comparison of XRAD and the state-of-the-art methods in unknown ransomware family
detection.

Table 10. Results of Unknown Ransomware Family Detection with XRAD

Ransomware TP FP TN FN Acc(%) Rec(%) F1(%)
CryptoLocker 853 69 9,931 115 98.32 88.07  90.26

CryptoWall 599 94 9,906 214 97.15 73.62  79.55
CryptXXX 1,502 83 9,917 240 97.25 86.23  90.29
Locky 6,056 71 9,929 1,038 93.51 85.37  91.61
Cerber 8,268 85 9915 1,897 90.17 81.34  89.30

that it is ineffective in detecting novel ransomware families. XRAD_base demonstrates good per-
formance in terms of accuracy and recall, but its F1 score is somewhat lower, indicating a certain
imbalance between precision and recall. BitcoinHeist exhibits relatively balanced performance, but
its F1 score varies significantly, suggesting considerable differences in its effectiveness across dif-
ferent ransomware families. BAClassifier performs well in terms of accuracy and recall, but its F1
score is not as high as that of XRAD, indicating that it may struggle to balance precision and recall
in certain situations.

In this scenario, the most significant feature for classification is nei_num. The operational stages
of ransomware activity can be divided as follows: the collection of ransom payments, their aggre-
gation, and their subsequent withdrawal. Each ransom payment transaction typically pertains to a
single victim, ensuring a one-to-one relationship during the ransom collection stage. Subsequently,
in the ransom aggregation stage, multiple ransom payments are consolidated into a single ransom
address. Similarly, during the ransom withdrawal stage, the ransom address usually engages in
trades with just one exchange address for each withdrawal. Consequently, in these three crucial
stages, the nei_num of most ransomware addresses remains at one, representing the victim address,
the aggregation address, and the exchange address, respectively.

Overall, XRAD demonstrates excellent performance in learning the generic cascade features of
Bitcoin addresses in multiple ransomware families and has the potential to be applied in real-world
scenarios for detecting unknown ransomware activities.
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Table 11. The Dataset Partitioning for Timely Ransomware Family Detection

Ground Truth | Label | Period Process Size Annotation
mrs ers |er$ erS — mrs
X[to ] [20,11] train train train [£0,81]

X0t ’ X[“to fl X} in 1,000,000 randomly selected from X[”to 4l
0562 2 2
X[tl 1] X[rtitz] Xtr:st |X{:5t‘ Xtresst = X[rtitz]

’ u u u
Xihn) Xtest 10,000 randomly selected from Xl

Notes: (1) ty represents the time when the first known ransomware family CryptoLocker starts to be active. (2)
[#1, £2] represents the active period of the ransomware family occurring newly. (3) X represents the cascade
features and labels of addresses.

5.4 Timely Ransomware Family Detection

To evaluate the ability of XRAD to timely detect a ransomware family occurring newly, we select
a target ransomware family and group all ransomware families that occurred before the target
ransomware family as the training set. We use XRAD to learn the cascade features of the ransomware
families in the training set and then detect addresses of the target ransomware family. We use t,
to represent the time when the first known ransomware family CryptoLocker starts to be active
in Bitcoin. We conduct this experiment according to the following procedure. Additionally, we use
Table 11 to describe the dataset partitioning process.

(1) Select a specific ransomware family, denoted as rs, and assume that its active period in Bit-
coin, as measured by transactions, falls between t; and t5, so ty < t; < f,.

(2) Construct a dataset X[, ;] that contains the cascade features and labels of all addresses oc-
curring between t; and ¢, and a dataset X|;, ,,] that contains the cascade features and labels
of all addresses occurring between t; and ;. These two datasets contain an unlabeled dataset
X . and an unlabeled dataset X" P respectively.

[t0,11] [t1,t2

(3) Construct a mixed ransomware dataset X;"> C X[, 5] that contains ransomware addresses

of all ransomware families before the ransomware family rs.

(4) Sample an unlabeled dataset Xj; . randomly from X[”tn’ e where |X}: . | = 1,000,000 >
X irain

(5) Construct a ransomware dataset X5, C X[, ;] that contains ransomware addresses of

the rs.
(6) Sample an unlabeled dataset X}, , randomly from X@ ) where |X},| = 10, 000.

[t1, 22
(7) Train a classifier using the dataset {X]""> U X} . } to classify the dataset {X],, U X},

test test ) *

It is worth noting that we choose to select the DMALocker family with the sixth largest number
of addresses, as there are no disclosed ransomware families that appear before CryptoLocker. For
each ransomware family, we train one classification model, which learns the cascade features of
previous ransomware families and detects the emergence of the target ransomware family.

Table 12 presents the results of timely ransomware family detection on five ransomware families.
Compared with the previous two experiments, the performance of XRAD decreases, mainly because,
in this scenario, the model can only learn cascade features of ransomware families that occur before
the target ransomware family. This may result in the loss of some particular information about
the target ransomware family. It is worth noting that XRAD has a relatively poor performance
when detecting Cerber. Due to the unique C&C mechanism of the Cerber ransomware family,
the transaction behavior of ransomware addresses in Cerber is quite different from ransomware
families occurring before it. Our further investigation reveals that the transaction amounts of about
1,000 ransomware addresses in Cerber are below 0.3 bitcoins, which is much less than that of
ransomware addresses in other ransomware families.
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Table 12. Results of Timely Ransomware Family Detection with XRAD
Ransomware TP FP TN FN Acc(%) Rec(%) F1(%)
CryptoWall 654 341 9,659 813 95.38 80.42  72.35
CryptXXX 1,197 411 9,589 545 91.86 68.73  71.46
Locky 5,946 220 9,780 1,148 92.00 83.82  89.68
Cerber 6,162 831 9,169 4,003 76.03 60.62  71.83
DMALocker 156 224 9,776 44 97.37 78.06  53.79
XRAD XRAD_base BitcoinHeist Clustering Heuristics BAClassifier
9737 78.06 : 53.79
DMA | : 74.12 DMA 66.67 DMA J!
Locker 3858 o Locker ] 0 — Locker [0 50
72.95 69.47 9.15
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70.03 60.62 67.10
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Fig. 7. Performance comparison of XRAD and the state-of-the-art methods in timely ransomware family
detection.

Figure 7 illustrates the superior performance of XRAD over other methods in timely detecting
various ransomware families. Similar to the detection results in the previous two scenarios, the per-
formance of XRAD_base is generally about 20% lower than that of XRAD, further highlighting the
importance of cascading features. It is evident that the clustering heuristics have zero recall and F1
score, indicating that they are not suitable for timely ransomware family detection. BitcoinHeist
exhibits high accuracy but very low recall. In terms of accuracy and recall, BAClassifier is outper-
formed by XRAD_base. However, when compared to XRAD, BAClassifier demonstrates significantly
inferior performance.

XRAD makes great progress in timely detecting ransomware activities possibly occurring in the
future. XRAD performs significantly better than other methods in CryptoWall, CryptXXX, and
DMAULocker, according to the F1 score. However, the accuracy and F1 score of XRAD in Cerber
is slightly lower than BitcoinHeist. Despite the relatively low recall due to some ransomware ad-
dresses being misidentified as negatives, XRAD can still detect the existence of ransomware families
in progress or recently. In cases where some ransomware addresses of an unknown ransomware
family are identified, we can use the model trained in Section 5.2 to detect additional ransomware
addresses of the same ransomware family.

In our analysis, we identify that type is the most significant feature after nei_num. This
observation can be attributed to the fact that ransomware criminals typically utilize basic
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transfer functionality to move ransoms, rather than employing multiple individuals to collectively
manage the funds or engaging in other complex financial operations. Consequently, the primary
ransomware address type is the P2PKH address, which begins with the digit 1, rather than the
P2SH address that starts with the digit 3 and supports multi-signature transactions.

5.5 Complete Bitcoin Address Detection

There are still a significant number of ransomware addresses in Bitcoin that remain undisclosed.
Specifically, by analyzing ransom notes and encrypted files, it is determined that there are over
600 ransomware families [51]. However, researchers are able to uncover the tracks of a very small
portion of ransomware activities in Bitcoin [7, 23, 37, 75]. This underestimation of the serious
impact of ransomware activities highlights the need for more effective methods to detect and track
ransomware activities.

To comprehensively estimate the impact of ransomware activities, we apply XRAD to complete
Bitcoin addresses from January 3, 2009, to December 31, 2023. It is worth noting that the ran-
somware address detection method is an auxiliary method, and there is a certain false positive
rate, so the result cannot be simply used as the final result. As in the previous subsection, we
group Bitcoin addresses of all known ransomware families to one set labeled as Multiple Ran-
somware (abbreviated as mrs) and identify the active time period [t;, ;] of the mrs. Then, we
conduct this experiment according to the following procedure:

(1) Construct a dataset X[;, ;,] that contains the cascade features and labels of all addresses be-

tween t; and ¢, including all ransomware addresses X[’;" ;] as X,"? and unlabeled addresses
Xu 1,42
[

ti,ta]”
(2) Sample an unlabeled dataset X*

train
1,000,000 > X, |.

(3) Train a classifier using the dataset {X™"* U X}; .
between 2009 and 2023.

randomly from X* C X, 1) Where |X3 | =

[t1,22] train

} to classify the other Bitcoin addresses

Through the above procedure, we detect 5,928,913 Bitcoin addresses related to ransomware ac-
tivities. Combining these detected addresses with disclosed ransomware addresses, we gain a total
of 5,950,399 Bitcoin addresses as ransomware addresses out of 1,372,381,215 Bitcoin addresses. To
further analyze the detection results, we construct a bipartite transaction graph with complete
transactions from January 3, 2009, to December 31, 2023, consisting of 1,372,381,215 address nodes
and 973,954,812 transaction nodes. In this graph, nodes representing ransomware addresses and
related transaction nodes are labeled as ransomware, forming numerous subgraphs containing this
label. We assume that each subgraph represents the Bitcoin ransom transfer of an individual ran-
somware activity.

Considering the sheer volume of Bitcoin addresses and the inherent limitations of the classi-
fication model, it is inevitable that there are misclassifications in the detection results (i.e., false
positives and false negatives). To make our complete address detection results more reliable, we
further process the results in the following three steps:

First, we take into account the possibility that some Bitcoin addresses may be detected as ran-
somware addresses despite having no association with ransomware activities. To eliminate such
false positives, we rely on our prior analysis of ransomware activities to set filter rules. Specifically,
we consider that a subgraph comprising solely one address node is not a typical transaction pattern
of ransomware activities, as depicted in Subgraph1 of Figure 8. Therefore, we filter out subgraphs
that solely comprise one ransomware address node and its associated transaction nodes.

Second, it is plausible that certain Bitcoin addresses associated with ransomware activities may
not be identified as such, leading to a fragmented ransom transfer process. Consequently, the
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Fig. 8. Three ransomware subgraphs in the transaction graph.
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large bipartite transaction graph may contain multiple closely related but disconnected subgraphs
that correspond to the same ransomware activity. For instance, as shown in Figure 8, two sub-
graphs (Subgraph2 and Subgraph3) can be connected if the candidate address is recognized as
a ransomware address. This implies that these subgraphs jointly represent the complete ransom
transfer behavior for an individual ransomware activity, given that ransom transfers between dis-
tinct ransomware activities are extremely uncommon. To address this limitation in the detection
on complete Bitcoin addresses, we compute the distance between every pair of subgraphs and
merge those that are in close proximity. As the large graph is bipartite and all relevant transac-
tions associated with ransomware addresses are already labeled as ransomware, there is no direct
edge linking the two subgraphs. Therefore, the minimum distance between them is two. We then
consider two subgraphs belonging to the same ransomware activity if their distance is two, and
we merge them by assigning the candidate address node with the ransomware label.

Third, after analyzing ransom demands and revenue of ransomware addresses, we find that
addresses belonging to the same ransomware activity tend to receive ransom amounts that are
similar or identical. Figure 9 depicts the distribution of ransom payments for various ransomware
families. Typically, ransomware criminals demand a specific amount of bitcoins or USD, which
results in the ransomware address receiving payments that are concentrated around certain val-
ues. For example, Cerber demands either 0.75 or 1 bitcoin as a ransom payment, Locky demands
varying ransoms at different times, such as 0.5, 1, 1.5, and 2 bitcoins, while CryptoXXX demands
a ransom of $500, which is approximately equal to 1.2 bitcoins. Figure 9 shows that the number
of transactions paying these specific ransom values is significantly higher, which aligns with the
known ransom demands of these ransomware activities. Our analysis shows that victims of the
same ransomware activities pay similar amounts in response to the criminals’ ransom demands.
Therefore, if the ransom amounts charged in a detected ransomware activity vary widely, then it is
likely not a ransomware activity. Based on this finding, we further filter the detection results. We
first identify the nodes with zero in-degree in each subgraph, which refers to the transactions used
for a ransom payment in each ransomware activity. We then extract all the ransom revenue for a
ransomware activity based on these transactions. If 70% of the ransom payments are concentrated
in an interval with a unit of 0.01 BTC, then we consider the subgraph as a ransomware activity;
otherwise, we filter it out.

After applying the filtering and merging operations, we identify 120,335 independent subgraphs
containing a total of 1,262,903 Bitcoin addresses associated with ransomware activities. These sub-
graphs represent 120,335 distinct ransomware activities in Bitcoin. To estimate the total amount of
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Fig. 9. Distribution of the amount of ransom payments (dividing the ransom amount into intervals of
0.01 BTC).

ransom paid to these ransomware activities, we crawl the historical exchange price of Bitcoin to
USD and use the lowest price of each day to calculate the ransom revenue for each activity. In total,
our analysis finds that these detected ransomware activities caused a loss of 345,890.56 bitcoins,
equivalent to approximately $3,043,136,328.63.

BitcoinAbuse.com is a public database of Bitcoin addresses used by hackers and criminals. We
download the dataset that has been collated from this source by other researchers [67]. After an-
alyzing the abuse type and description provided by BitcoinAbuse, we identify a total of 11,712
Bitcoin addresses that are associated with ransomware activities. Out of these addresses, 1,712
Bitcoin addresses have been involved in Bitcoin transactions. Of these addresses, 1,569 addresses
appear in our detection results.

We further analyze the detection results to see the trends over time. Table 13 shows the number
of ransomware activities, ransom revenue, and average ransom revenue per activity for each year
from 2009 to 2023. The CryptoLocker ransomware is the first disclosed ransomware activity, which
occurs in 2013. However, there could be earlier ransomware activities that are not disclosed.

We collect analytic reports related to ransom activity from FinCEN [58], Chainalysis [12], and
Coveware [24] to corroborate the complete address detection results. The FinCEN [58] is a bureau
of the United States Department of the Treasury that collects and analyzes information about fi-
nancial transactions to combat domestic and international money laundering, terrorist financing,
and other financial crimes. Chainalysis [12] is the first start-up company dedicated to the business
of Bitcoin tracing. Its customers have included the United States Federal Bureau of Investigation,
the Drug Enforcement Administration, and the Internal Revenue Service Criminal Investigation,
as well as the United Kingdom’s National Crime Agency. Coveware [24] is a ransomware negotia-
tion company that helps organizations recover from ransomware attacks. Coveware’s ransomware
incident response platform plays a critical role in all types and sizes of ransomware infections.

According to the report released by Fincen [30], the total payment of ransomware is about $416
million in 2020 and $590 million in the first half of 2021, which is similar to our result of total
ransom revenue. Our result is slightly larger, because the reports and news are based on case
information. There may be some undisclosed or unreported ransomware activity not considered.

The annual ransom revenue for 2020, 2021, and 2022 are relatively close to the Chainalysis
report [16]. Both the Chainalysis reports and our detection results observe a significant drop in
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Table 13. Results of Complete Bitcoin Addresses Detection by Each Year

Year Number Ransom (BTC) Ransom ($) Average Ransom ($)
2009 0 0 0 /
2010 0 0 0 /
2011 0 0 0 /
2012 854 1,357.46 10,352.69 12.12
2013 10,349 26,342.78 2,532,804.26 244.74
2014 1,817 8,102.09 3,877,467.28 2,133.99
2015 5,831 13,741.05 4,017,636.64 689.01
2016 15,177 31,235.75 18,599,826.20 1,225.53
2017 39,229 96,537.28 286,571,153.94 7,305.09
2018 10,421 41,756.48 252,967,260.37 24,274.76
2019 14,211 39,528.17 513,765,275.32 36,152.64
2020 11,047 58,628.63 597,781,396.87 54,112.56
2021 6,837 14,351.65 821,337,859.71 120,131.32
2022 3,504 9,948.37 415,424,326.89 118,557.17
2023 1,058 4,360.85 126,250,968.46 119,329.84
Total 120,335 345,890.56 3,043,136,328.63 /

annual ransom revenue in 2022. The numbers in these reports increase year-by-year as cases of
more ransomware activities are collected and more ransomware addresses are identified, which is
also mentioned in the Chainalysis reports [13-16]. Furthermore, Chainalysis emphasizes the true
totals can be much higher, as there are Bitcoin addresses controlled by ransomware criminals that
have yet to be identified.

In addition, according to the report published by Coveware [24], the average ransom revenue
for 2019, 2020, and 2021 is approximately $43,000, $169,000, and $202,000, respectively. Our calcu-
lated average ransom revenue is lower than the results reported by Coveware, but it follows the
same upward trend. This difference in the calculated averages may be due to the fact that Cov-
eware’s cases involve ransomware activities that cause large losses and a smaller number of cases,
resulting in a higher calculated average in its report. Table 13 shows an overall increasing trend in
annual ransom revenue. However, there are minor fluctuations in 2018 and 2020, which coincides
with a drop in Bitcoin’s price, making Bitcoin less attractive to ransomware criminals. In con-
trast, the year 2021 witnesses a significant increase in the average ransom revenue, with Bitcoin’s
price rising rapidly and staying high, thereby attracting criminals to demand ransoms through
Bitcoin.

It is worth noting that the average ransom revenue in 2021, 2022, and 2023 is over $100,000,
which is significantly higher than in previous years. For example, CNA Financial pays $40 million
in ransom after the Hades ransomware activity in March 2021, and a chemical distributor pays
$4.4 million to DarkSide ransomware in May 2021. Furthermore, the FBI confirms that a medical
provider in Colorado pays a ransom of $120,000 in Bitcoin after being hacked by the Maui ran-
somware in April 2022. This also indicates a trend that ransomware activities gradually target
large organizations and demand high ransom payments.

6 Discussion
6.1 Feature Engineering vs. Deep Learning in XRAD

We choose to use feature engineering instead of various deep learning algorithms to get features of
addresses for several reasons. First, there is an extremely limited number of disclosed ransomware
addresses, which makes deep learning prone to overfitting, since they need to learn millions or
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billions of parameters while building the model [8]. However, combining feature engineering with
traditional machine learning has better generalization capabilities than deep learning [20, 80]. Sec-
ond, interpretability is crucial for the detection results, which deep learning lacks. Deep learning
mimics patterns in the data without actually understanding it. Although deep learning eliminates
the tedious feature engineering process, it does not negate any data or find hidden biases in the
data, making us unaware of the unique characteristics of ransomware activities. Based on our
previous work [75], we have a certain level of knowledge about ransomware activities and realize
that they have their unique transaction behavior, which we leverage for feature engineering
through apparent transaction behavior. Third, extensive experiments in Section 5 show that our
method achieves promising results, which is better than the state-of-the-art methods in detecting
ransomware addresses.

6.2 Empirical Study of Complete Bitcoin Addresses

To the best of our knowledge, our study is the first to detect ransomware addresses on complete
Bitcoin addresses, enabling us to provide a comprehensive overview of the significant impact of
ransomware activities. Although it is not feasible to entirely validate our detection results, we are
confident in our findings due to the reliable performance of XRAD. Furthermore, we strengthen
the credibility of our detection results through two efforts. First, we filter out low-credibility ran-
somware activities from the perspectives of ransom transfer structure and ransom amount through
triple-strict filter rules. Second, we compare our results with some ransomware analysis reports to
demonstrate the credibility of the detection results in terms of the annual ransom revenue, aver-
age ransom revenue, and their changing trends. The results of the ransomware address detection
method are within the scope of academic research and cannot be considered as substantive ev-
idence. Instead, they should be viewed as preliminary findings that require further review and
validation before any conclusions or decisions can be made.

6.3 Evolution of Ransomware Activities

In recent years, the number of ransomware activities targeting large organizations is growing. This
study [27] highlights the increasing frequency and severity of ransomware activities against large
organizations, which can cause significant economic and operational damage. Ransomware crimi-
nals often target large organizations with the aim of receiving a high ransom payment, despite the
high cost and risk involved. These ransomware activities exhibit different transaction characteris-
tics than previous ones, with criminals using only a few addresses to receive high ransoms, often
reaching millions of dollars. To withdraw the ransom more quickly, criminals often use one Bitcoin
address to complete all stages of the ransomware activity. However, as there are few disclosed Bit-
coin addresses associated with such ransomware activities, the performance of XRAD may decrease
when detecting these types of ransomware activities. Therefore, it is essential to continuously up-
date the training data when deploying XRAD to adapt it to these evolving activity patterns.

7 Related Work

In this section, we investigate previous studies closely related to our study from two perspectives.
First, we explore a timeline of studies on Bitcoin address classification. Then, we focus on sum-
marizing related studies that detect ransomware addresses in Bitcoin by analyzing ransomware
binaries and transaction behavior.

7.1 Bitcoin Address Classification

In the early stages, researchers employ address clustering methods to identify hidden illegal Bit-
coin addresses that are associated with disclosed illegal Bitcoin addresses [26]. Classification is
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widely considered as the predominant method for identifying illegal Bitcoin addresses due to its
direct results compared to the clustering method of anomaly detection. Generally, there are two
main efforts to improve classification performance: refining feature construction and selecting ap-
propriate model architectures.

In the first category, Lin et al. [50] focus on constructing temporal features and propose four
types of transaction moment features to extract the temporal information from transactions.
Toyoda et al. [70, 71] construct distinctive features by comparing illegal addresses in HYIP with
normal addresses. They find that the two most significant features are the total number of daily
transactions and the frequency of the digit 0.3 in USD among received transactions. Hu et al.
[35] demonstrate that laundering transactions can be distinguished from regular transactions
based on several statistical and network features. These include the in-degree/outdegree ratio, the
sum/mean/standard deviation of output values, and the number of weakly connected components,
which represents the size of the subgraph to which a transaction belongs. Kanemura et al. [43] pro-
pose a method for detecting Bitcoin addresses in darknet markets using a voting-based approach.
They extract 73 features for each address and find that the most effective feature for classification
is the mean spent PRyc.. PRy, refers to the ratio of the difference between the fee of a specific
transaction and the average fee within the block containing that transaction, divided by the
average fee.

However, some differences among features may be challenging to identify, so effective feature
construction alone is insufficient. To address this issue, many classification models are used, includ-
ing XGBoost, random forest, and artificial neural networks. Bartoletti et al. [4] identify addresses of
Ponzi schemes by extracting features such as lifetime, activity days, maximum daily transactions,
and the Gini coefficient. Additionally, they compare the performance of three different learning
strategies: RIPPER, Bayes network, and random forest. Lin et al. [50] mentioned above employ
various machine learning algorithms, including linear regression, SVM, AdaBoost, random forest,
XGBoost, LightGBM, and artificial neural network, to train their proposed features. Huang et al.
[38] model transaction behavior using a graph neural network and automatically classify Bitcoin
addresses into four types: exchange, mining, gambling, and service. Note that they incorporate
four features of network centrality: degree centrality, closeness centrality, betweenness centrality,
and PageRank centrality. To get better classification results, in this study, we make improvements
in both effective feature construction and model construction.

7.2 Analysis of Ransomware Binaries

Many researchers carry out work to detect the emergence of ransomware on users’ devices
[17, 25, 41, 45, 62] and extract Bitcoin addresses used to collect ransoms [37, 47, 61, 63]. For
example, Huang et al. [37] execute each malware sample for up to 20 minutes and then collect
the memory dump, created files and screenshots, from which to extract Bitcoin addresses. Kumar
et al. [47] find that RTF documents contain the ransom note that gives information about the
ransomware address and guides victims for the ransom payment in various languages. Pastrana
et al. [61] apply static and dynamic analysis techniques to analyze approximately 4.5 million
malware samples, extracting information from the samples, such as Bitcoin addresses and mining
pools.

Although these methods can obtain some Bitcoin addresses related to ransomware activities,
many of these addresses do not actually receive ransoms, making their analysis of limited value.
For instance, WannaCry creates a unique Bitcoin address for each victim to pay the ransom. This
means that WannaCry ransomware generates a new Bitcoin address every time it is executed.
Consequently, the Bitcoin addresses obtained by executing ransomware binaries in a simulated
environment differ from those where victims actually make ransom payments.
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7.3 Analysis of Transaction Behavior

Ransomware activities become increasingly rampant as criminals leverage Bitcoin to conceal their
real identity when collecting ransom. This practice leads to significant economic losses. So, there
are many studies to quantitatively estimate the impact of ransomware activities by analyzing Bit-
coin transactions [3, 7, 23, 33, 37, 49, 52, 60]. Specifically, Meiklejohn et al. [52] design the co-
spend heuristic that regards all addresses in one transaction input controlled by the same user.
Androulaki et al. [3] propose the change address heuristic that considers the address used to col-
lect back the change belonging to the sender. Liao et al. [49] expand their dataset of ransomware
addresses using the above two clustering heuristics and identify 795 ransom payments totaling
1,128.40 bitcoins. Han et al. [33] refine the change address heuristic by analyzing peel-chain trans-
actions and locktime transactions. These studies use clustering heuristics to detect hidden ran-
somware addresses, which may miss many ransomware addresses and cause analysis errors. Wang
et al. [74] develop two novel clustering heuristics that utilize unconfirmed transactions in Bitcoin
mempool to enhance the clustering effect.

In addition to using the clustering heuristic, Masarah et al. [60] trace outgoing transactions
to find more ransomware addresses and estimate the lower-bound direct economic impact of
each ransomware family. Wang et al. [75] propose the concept and identification method of
the industry in Bitcoin and analyze the ransom transfers and victim migrations of disclosed
ransomware activities from the industry perspective. Different from References [60, 75], we
propose a ransomware address detection method to detect unknown ransomware addresses and
ransomware activities in Bitcoin.

There are few studies on extracting address features to build a model to identify ransomware
addresses. Akcora et al. [1] introduce the machinery of topological and geometric data analytic
tools to ransomware family prediction in Bitcoin. Al-Haija et al. [2] use two supervised machine
learning methods to identify transactions related to ransom payments in Bitcoin. These studies
focus on transaction information of the address itself or only the network structure information,
ignoring transaction relationships between addresses that contain rich activity characteristics.

8 Conclusion and Future Work

In this article, we present XRAD, a novel method for detecting ransomware addresses in Bit-
coin. XRAD designs a cascade feature extraction method and incorporates Positive-Unlabeled
learning to construct the classification model. Extensive evaluation results demonstrate that
XRAD outperforms existing methods in various scenarios, with an average of 15.07% higher
accuracy, 19.71% higher recall, and 34.83% higher F1 score. Through the application of XRAD, we
detect 120,335 ransomware activities from 2009 to 2023, resulting in a loss of 345,890.56 bitcoins
(approximately $3,043,136,328.63). Our study shows that the annual revenue of Ransomware
activities in Bitcoin peaks in 2021 and declines annually since then. The average ransom
revenue per ransomware activity exhibits an upward trend, also peaking in 2021, and remains
relatively stable thereafter. Our study is an essential step toward comprehensively assessing
the impact of ransomware activities in the real world. We disclose our code in the repository
https://github.com/polarwk/XRAD-in-Bitcoin.

XRAD has an insufficient ability to monitor ransomware addresses in real-time. When a new
transaction occurs in Bitcoin, we have to update cascade features of related addresses, which need
to recalculate features of the address itself and redefine transaction relationships. To address this
limitation, we plan to explore the use of graph neural networks [78] to extract structural infor-
mation from the transaction graph and enable real-time detection of ransomware addresses. We
will also extend our current work to analyze other illegal activities in Bitcoin, such as the money-
laundering and Ponzi schemes.
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